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Abstract: Multiple interconnected network segments distributed across various locations, such as corporate networks, 

where users or employees constantly travel among segments and require to access servers, need to have network access 

control mechanisms that are able to adapt to these location changes. The idea of a firewall changing or adapting its 

rules depending on the location of users is presented by an architecture in this paper. This architecture proposes 

deployment of a policy server at the management level and policy agents at the firewall level, so that policy-driven 

network security management is enabled by specifying location aware user based network access control policies at the 

network security management and enforcing them at the managed firewalls. The architecture presented in this paper 

utilizes user VPN connection event triggers for dynamic policy configuration and automated policy deployment to 

firewalls. Location aware user based network access control policies, which are management level policies, are 

implemented using XACML. A network level policy is usually a configuration, or policy, file local to the firewall. The 

policy agent incorporated into the firewall performs the mapping from management level policy to firewall policy. 

 

Key-Words: Access Control, Network Security Policies, Firewalls, Location Awareness, XACML, Firewall Policy 

Agents. 

 

1   Introduction 

Maintaining security on their networks is critical for all 

corporations. One primary tool that every network needs 

is access control – the ability to carefully define and 

enforce which users have what type of access to specific 

applications, data and services [10]. When the network is 

contained within a single building, the problem is 

generally handled by a firewall. For corporate networks, 

which involve multiple interconnected segments 

distributed across various locations, the problem is hard 

and beyond node level configuration. To manage this 

kind of heterogeneous, distributed, and dynamic 

networks, system administrators want to focus on policy 

level management instead of taking their time for node 

level configuration [22]. Therefore, utilization of policy-

based network management systems for the large scale 

networks is suggested [6].  

     Policy-based management has become a promising 

solution for managing enterprise-wide networks and 

distributed systems. These are typically large-scale 

systems which require management solutions that are 

both self-adapting and that dynamically change the 

behavior of the managed system [5]. The main 

motivation for the recent interest in policy-based 

services, networks and security systems is to support 

dynamic adaptability of behavior by changing policy 

without recoding or stopping the system [5]. This 

implies that new mechanisms, which dynamically update 

the policy rules interpreted by distributed entities to 

modify their behavior, should be integrated to existing 

architectures. The ability to dynamically change, 

distribute, and enforce these policies is the key to robust 

corporate network security management [18]. 

     In corporate network environments, where locations 

of users change frequently, it is desired to have network 

access control mechanisms that are able to adapt to these 

changes. This will provide users with more seamless, 

easy use services. The paradigm of tailoring 

applications, services, communication and connectivity 

to the user’s current situation and needs, is referred to as 

context awareness [8]. The goal of location aware user 

based network access control approach is to develop an 

architecture that enables the network access control 

policy to be adapted to user context information, 

specifically to the location of the user. 

     This paper addresses the challenge of managing and 

enforcing a corporate's network access control policies 

with respect to user and his/her location. An important 

aspect of this architecture is that network security policy 

management and enforcement are externalized from 

applications. This reduces effort and complexity related 

to maintaining and enforcing organizational policy, 

especially when information and related policies are 

distributed across multiple network segments [3]. 
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     This paper presents a network access control 

approach based on the XACML [15] standards, which 

will be used for expressing access control policies based 

on authorization attributes and statements. Similar 

approaches exist in the literature [12], [11], and [7]. One 

of the reasons to choose XACML as the access control 

policy language for the architecture is that there is an 

implementation to support the XACML specification, 

known as Sun java XACML implementation [19]. It is 

possible to extend this open-source implementation to 

adapt it to context-aware access control [8]. In this 

paper, introduction of XACML implementation is 

followed by the demonstration of the way to extend it for 

location aware user based network access control usage. 

     For the enforcement of location aware user based 

network access control policies, the focus will be on 

firewalls as the network access control mechanisms. The 

challenge is for firewalls to know the right 

reconfiguration so that the appropriate security policies 

are upheld preventing illegitimate users from gaining 

access [4]. The architecture presented in this paper also 

focuses on the configuration management of firewalls so 

that organizational network security policies can be 

enforced. Building a management layer for firewalls 

using policies enhances its value by making the 

management of the firewall technologies highly 

programmable and easily adaptable to different 

environment and security requirements [21]. Relevant 

network access control policies will be disseminated to 

the firewall policy agents so that they implement them 

on their firewalls [17]. 

     The rest of this paper is structured as follows. Section 

2 provides an overview of related work. Section 3 

describes the proposed architecture for the enforcement 

of location aware user based network access control 

policies. Finally, the paper concludes with some remarks 

and future directions. 

 

 

2   Related Work 

Yoshioka et. al. proposed a policy based automatic 

network configuration mechanism that makes the 

configuration of segmented networks inconsistency-free 

[22]. In their proposed mechanism, a policy describes 

the types of events and configuration messages a 

network element is to accept, and that policy is 

registered on a central policy server by each network 

element in the initialization phase of the element. After 

the initialization, all events and messages are sent to the 

policy server, and the server forwards them to 

appropriate network elements considering the registered 

policy so that they can reconfigure themselves 

automatically. There is another work on policy based 

configuration of network elements using SNMPv3 [14]. 

In their work, Omari et. al. aimed to integrate the policy 

concept into the SNMPv3 framework. They proposed a 

set of rules to map authorization policies to the VACM 

(View Based Access Control Model) standardized as 

part of the SNMPv3 management framework.  

     Various frameworks, systems and architectures have 

been proposed providing context aware access control 

and/or policy enforcement. Some of them are closely 

related to the work presented in this paper. 

Lymberopoulos et. al. presented a framework for 

specifying policies for the management of network 

services in their paper [13]. Their framework supports 

automated policy deployment and flexible event triggers 

to permit dynamic policy configuration. In their paper, 

they focused on solutions for dynamic adaptation of 

policies in response to changes within the managed 

environment. Kapsalis et. al. proposed a context-aware, 

access control architecture, in order to support fine-

grained authorizations for the provision of e-services, 

based on an end-to-end web services infrastructure. In 

their proposal, access permissions to distributed web 

services are controlled through an intermediary server, 

based on a role-based access control model, which 

incorporates dynamic context information, in the form of 

context constraints [9]. Han surveyed the recent 

researches about context awareness and context-aware 

security. Based on the survey results, the requirements of 

CASPEr system are analyzed and using the knowledge 

from analysis and up-to-date technologies the CASPEr 

model is designed. Furthermore, this model is applied on 

access control to let this security mechanism to be 

context aware [8]. 

     Lorch et. al. presented XACML, a standard access 

control language, as one component of a distributed and 

inter-operable authorization framework in their paper. 

Several emerging systems which incorporate XACML 

are discussed and using these discussions they illustrate 

how authorization can be deployed in distributed, 

decentralized systems [11]. Giordano et. al. proposed a 

visual language hierarchy and a tool for specifying and 

implementing access and security policies according to 

the RBAC model. They represented those policies in 

XACML [7]. Tuglular et. al. suggested a method to 

represent firewall policies using XACML for the 

platform independent management of distributed 

firewalls [20]. 

 

 

3   Architecture 

Traditional security systems lack adaptive security 

policies and enforcement mechanisms [16]. In the non-

adaptive setting the set of policies is chosen in advance, 

before the server connection request is received. The 

adaptive policy enforcement architecture presented in 

this paper selects the appropriate policies during the 

course of VPN connection operation based on the 
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current location of the user. This architecture employs a 

Policy Server (PS) and a number of Policy Agents (PA). 

Each domain has a policy server to adapt network access 

policies and each firewall in the corporate network has a 

policy agent to modify its policy. The whole 

architectural picture is given in Fig.1. 

 

 
Fig.1 Location aware user based network access control 

architecture 

 

     The main principle of this architecture can be defined 

as centralized policy decision and distributed 

reconfiguration. In this semi-distributed architecture, the 

domain firewall initiates firewall configuration requests, 

then policy server takes network access control policy 

decisions and communicates with firewall agents to 

distribute necessary policy changes so that firewalls are 

reconfigured automatically. On-demand configuration 

requires the following algorithm [2], which assumes pre-

deterrmined policy is already deployed on firewalls. All 

the steps are performed automatically: 

i. adapt policy to current user location 

ii. deploy adapted policy 

iii. enforce adapted policy on firewall(s) 

iv. monitor user location changes 

v. return to step i when a change is detected 

     The above algorithm becomes operational on the 

proposed architecture as follows. First, VPN client opens 

a VPN connection to the domain firewall, so that domain 

firewall becomes aware of the users location and informs 

the policy server as shown as step 2 in Fig.1. Depending 

on the user access rights, policy server modifies high 

level network access control policy and deploys this 

adapted policy to corresponding firewalls in step 3. The 

policy agent residing on the corresponding firewall maps 

high level policy to machine dependent low level policy, 

which is actually the firewall policy. Starting from that 

point on, server client application, such as a web 

browser, can connect to servers that the user has access 

rights. When the VPN connection is broken the domain 

firewall notifies the policy server, so that it replaces the 

adapted policy with the original network access control 

policy and deploys to the corresponding firewalls. 

     In the core of this architecture lies the policy server 

which manages user location based access control 

policies. The following components, which are shown in 

Fig.2, are identified within the policy server: 

Configuration Deployment Point (CDP), Policy Decision 

Point (PDP), User access rights Policy Information Point 

(UPIP), Network access control Policy Information Point 

(NPIP), and Topology Information Point (TIP). CDP is 

responsible for enforcing the policy decisions through 

configuration change obligations. PDP is the core of the 

policy server. It evaluates applicable policies, i.e. user 

access control policies, and renders policy decisions 

against network topology information to formulate new 

network access control policy. Policy and topology 

information are retrieved from UPIP, NPIP and TIP.  

 

 
Fig.2 Policy server components 

 

     All the information points that exist within the policy 

server store their information in XML format. UPIP 

holds user access rights with respect to servers, for 

which the proposed DTD (Document Type Definition) is 

shown in Fig.3. It simply represents which user can 

access which servers.  
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Fig.3 A DTD for user access rights representation 

 

     TIP stores topology information mapping which 

firewall protects which servers. Therefore, a topology 

element consists of one or more firewall elements and a 

firewall element consists of one or more server elements. 

A firewall element has only an IP_Address (the IP 

address of the firewall) attribute, whereas a server 

element has two attributes: IP_Address (the IP address 

of the server) and the Port (the port number it serves 

from). To represent such information, a DTD for 

topology representation is proposed here and presented 

in Fig.4. 

 

 
Fig.4 A DTD for topology representation 

 

     NPIP is responsible for holding network access 

control policies. Tuglular et. al. developed a method to 

represent high level firewall policies using XACML 

[20]. XACML is suitable as policy description language 

because it is able to represent relations among firewall 

policies and to embed other information related to a 

firewall into its policy such as; firewall IP address, agent 

identification, implementation independent 

representation of policy rules and rule combining 

algorithms. The same method is used here for NPIP to 

store firewall policies. The XACML PolicySet element 

holds all the policies of firewalls deployed in the 

domain. The XACML Policy element encapsulates all 

the rules of a firewall policy and the XACML Rule 

element represents a single rule of a firewall policy. The 

order and action fields of a policy rule are represented as 

the attributes of XACML Rule element. The protocol 

information is stored in the XACML Rule Condition 

element. The src_ip and src_port information are held in 

a Subject element of the XACML Rule Target element. 

Similarly, the dst_ip and dst_port information are held in 

a Resource element of the XACML Rule Target element. 

The implementation independent representation of a rule 

is stored in the XACML Rule Description element. 

     Policy agent plays an important role in reconfiguring 

firewall according to the policy decision made by the 

policy server. In this paper, firewall policies are adapted 

by using one of the ways explained by Lymberopoulos 

et. al. [13], which is the adaptation by dynamically 

changing the rules of a firewall policy to specify new 

configuration for the run-time of firewall. This policy 

adaptation process is sometimes referred as mapping 

high level policies to low level policies in the literature 

[1], [14]. In the proposed architecture, high level policies 

represented in XACML are mapped to machine 

dependent firewall rules with the help of policy agents.  

     The security officer or system administrator 

responsible for policy management needs a management 

console, where she/he can administer firewalls, servers 

and users and their interrelationships. A prototype 

implementation of policy server management console is 

shown in Fig.5. This console is designed in such a way 

that when an item from firewalls, servers, or users 

categories is selected, the console shows interrelated 

items from other categories. For instance, as seen in 

Fig.5 firewall FW1 protects servers Server2, Server3, 

and Server4. When a server item is chosen, the firewall 

that protects that server and user(s) that has access rights 

to that server will be highlighted. 

 

 
Fig.5 A prototype implementation of policy server 

management console 

 

     Same management console can be used to assign 

servers to a firewall and to assign servers to a user via 

the buttons on the right handside of the console. The 
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prototype also includes a panel for firewall policy rules. 

When a firewall is selected, its rules can be seen in this 

panel. The last panel implemented in the prototype is the 

communication and processing log panel, which displays 

category item operations (i.e. adding or deleting a 

server), assignment operations (i.e. assigning a server to 

a user), firewall rule operations (i.e. updating a rule), and 

policy mapping operations (i.e. modifying a machine 

dependent firewall policy or configuration file). 

 

 

4   Conclusion 

This paper describes a location aware user based 

network access control architecture which provides 

automatic reconfiguration of firewalls so that a corporate 

user requesting a VPN connection from any domain will 

have network access control mechanisms updated with 

respect to his/her server access rights when the VPN 

connection procedure is completed. The proposed 

architecture utilizes network access control and user 

access rights policies as well as network topology 

information to make a policy decision and then this 

decision is mapped to firewall policies through firewall 

agents. The whole process is transparent to both users 

and servers. The requirements and the constituent parts 

of the proposed architecture are explained. A generic 

scenario is given to present the use of the architecture. 

     The proposed architecture has a lot of features that 

requires further development. One important future work 

is to include a secure policy exchange protocol between 

the policy server and policy agents that provides 

authentication, data integrity, confidentiality and access 

control. Moreover, policy decisions made on location 

awareness can be extended to encapsulate not only 

access to servers but also type of access to servers. 

Location awareness can be incorporated with temporal 

awareness, so that they both can effect policy decisions. 
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