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ABSTRACT 

DEVELOPMENT OF NOVEL ANTICOUNTERFEITING 
TECHNOLOGIES USING HEAVY METAL FREE 

NANOPARTICLES

Counterfeiting, the act of illegally copying a product or document, is a growing 

problem. Anticounterfeiting technology uses fluorescent inks that are invisible to the 

naked eye in daylight, but become visible under UV light. However, these inks have 

problems such as fading when exposed to sunlight for a long time and disappear 

completely. All of the existing security materials for ID cards, driver's licenses, passports, 

banknotes used in our country are imported.  

In this study, our aim is to create a new generation of security materials and codes 

to combat counterfeiters and to verify the generated security codes in a simple, efficient 

and fast way. For this purpose, water and solvent-based nanoparticles synthesized which 

are non-toxic and a long-term optical stability. Security codes that cannot be detected in 

daylight have been created on various substrates (paper, polymer, and glass) utilizing 

screen printing and inkjet printing methods and using the synthesized nanoparticles. In 

addition, the authenticity of the security codes was checked by a commercial fiber optic 

based spectrometer and a handy hand-held optical device called the Quantag sensor. Thus, 

a verification method that can be distinguished by a simple detection device is proposed. 

Furthermore, random and inimitable droplet and droplet/fiber patterns were 

created using the electrospinning method. Thus, unique and inimitable security codes 

detectable under UV light were created which may be used for anticounterfeiting. To 

check the authenticity of the original security codes created; images collected with a 

simple smartphone microscope and a database was created in which the original patterns 

were recorded. The originality of the random patterns was checked by comparing it with 

the patterns recorded in the database. In addition, the spectral information of the particle 

from the droplet/fiber pattern obtained was determined with a simple hand-held device. 

Thus, by reading spectral information from the pattern, the spectral signature of the 

nanoparticles was verified and thus a second-step security was created. In this way, a two-

stage anticounterfeiting technology that is impossible to imitate has been developed.  
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ÖZET

SAHTECİLİĞE KARŞI AĞIR METAL İÇERMEYEN 
NANOTANECİKLER KULLANARAK YENİ 

TEKNOLOJİLERİN GELİŞTİRİLMESİ

Bir ürünün, belgenin veya paranın yasadışı olarak kopyalanması eylemi olan 

sahtecilik, büyüyen bir sorundur. Sahtecilikle mücadele kapsamında, yaygın olarak 

kullanılan mürekkepler gün ışığında çıplak gözle görünmezken, UV ışık altında floresan 

ışıma yaparak görünür hale gelirler. Ancak, bu mürekkeplerin güneş ışığına uzun süre 

maruz kaldıklarında solma ve zamanla kaybolma problemleri vardır. Ülkemizde 

kullanılan mürekkep ve kağıt dahil  tüm güvenlik malzemeleri  ithal edilmektedir.

Bu tez çalışmasının amacı sahtecilikle mücadele için yeni nesil güvenlik 

malzemelerini (mürekkepler) geliştirmek, bu malzemeleri kullanarak spektroskopik ve 

görüntü temelli güvenlik kodlarını oluşturmak, oluşturulan güvenlik kodlarını verimli ve 

hızlı bir şekilde doğrulamak için fotonik temelli teknolojileri geliştirmektir. Bu amaçla, 

toksik olmayan ve uzun süreli optik kararlılık gösteren suda veya organik çözgen içinde 

homojen biçimde hazırlanan nanotanecikler sentezlenmiştir. 

Serigrafi ve mürekkep püskürtmeli baskı yöntemleri ile farklı yüzeylerde (kağıt, 

polimer, cam vb.) güvenlik kodları (desenler) oluşturulmuştur. Ocean Optic fiber optik 

spektrometre ve Quantag sensörü adı verilen el tipi optik okuma cihazları kullanılarak 

güvenlik kodlarının orijinalliği doğrulanmıştır. Böylece basit bir algılama cihazı ile ayırt 

edilebilen bir doğrulama yöntemi önerilmiştir.

Ek olarak, elektroeğirme yöntemi kullanılarak rastgele ve taklit edilemeyen 

damlacık ve damlacık/fiber desenleri oluşturulmuştur. Böylece sahtecilikle mücadelede 

kullanılabilecek, UV ışık altında görünür olan eşsiz ve taklit edilemez güvenlik kodları 

elde edilmiştir. Orijinal güvenlik kodlarının gerçekliğini kontrol etmek için akıllı telefon 

mikroskobu ile görüntüleme yapılmış ve orijinal desenlerin kaydedildiği bir veritabanı 

oluşturulmuştur. Elde edilen rastgele desenin özgünlüğünü veritabanı ile karşılaştırılarak 

belirleyen görüntü analiz yazılımı geliştirilmiştir. Ayrıca elde edilen damlacık/fiber 

desenler içerisinde taneciklerin spektral bilgilerini doğrulayan basit bir el cihazı ile 

belirlenmiştir. Böylece, desenden spektral bilgileri okuyarak, taneciğin spektral imzası 

belirlenmiş ve ikinci bir güvenlik basamağı oluşturulmuştur. 
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CHAPTER 1 

1.INTRODUCTION 

1.1. General Context 

Counterfeiting, i.e. the act of unlawfully copying a product, document, or money, 

is a topic of basic and applied study as well as an economic problem because of the harm 

it poses to the economy and human health1-3. For example, counterfeiting in fields such 

as food, medicine, and vaccines puts the public health at risk as well as the economic 

damage. Apart from this, forgery of documents such as banknotes, identity cards, and 

passports is an important crime in the eyes of the states and causes great economic losses. 

In addition, significant economic losses occur when product protection and tracking are 

not carried out for valuable items such as jewelry or many different products such as fuel 

with a wide range of uses. In summary, counterfeiting is a growing and long-standing 

problem due to the threat it poses to the well-being and health of consumers. Considering 

that billions of dollars of illegal profits are created each year through counterfeiting; 

anticounterfeiting is extremely critical to the protection of intellectual property and the 

detection of counterfeit products in many applications. It becomes important to apply 

identity verification technologies in the fight against counterfeiting. Therefore, 

anticounterfeiting technologies have been developed to protect and verify the authenticity 

of the product or document. 

Over the past few decades, numerous technologies such as radio frequency 

identification (RFID)4, 5, hologram6, 7, nuclear tracking8, NFC tags9, biometric markers or 

inks10 with the advantages of traceability and contactless recognition have been proposed 

to verify the originality. These solutions differ significantly in their complexity and cost. 

For example, although it has the advantages of traceability to radio frequency 

identification (RFID), high information capacity, and contactless recognition, high cost 

limits its practical use, and rewritability threatens the security of stored information11. In 

addition to this, holography, which can show a completely 3-dimensional image of the 

holographed subject, is used as a security feature12. However, holography technology is 
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complex and has expensive production equipment. Using matrix barcodes such as QR 

codes containing product identification or tracking information is an inexpensive and 

effective solution13. But these codes are easy to copy or recreate. These can be reproduced 

without difficulty from the embedded message, or by scanning and reprinting an original 

printed code, creating a fake one. For this reason, standard printed matrix barcodes are 

not suitable for use to verify the authenticity of products. In summary, most of these 

anticounterfeiting technologies are well known and can be easily imitated by 

counterfeiters. For this reason, industries at risk of counterfeiting (medicine, money, 

documentation, food, cosmetics, etc.) have included taggants in their products to 

distinguish them from potential counterfeits14. The markers used for this application are 

typically invisible and have replaced traditional barcoding and hologram 

anticounterfeiting technologies that can be copied more easily. Taggant technology has 

been successfully used to reduce counterfeiting through continuous monitoring, thus 

preventing a crime from occurring15. The most important point is that these security tags

are low cost to be applicable, have high coding capacity to prevent duplication, are not 

toxic to individuals and nature, and are detected and analyzed in simple ways16. 

When we look at the studies in the last decade, Figure 1.1 shows that there has 

been a significant increase in the number of studies aimed at preventing counterfeiting 

with the development of different materials and printing methods. 

Figure 1.1. Distribution of the number of studies by years. Statistical distribution of publication 
records of 'anti-counterfeiting' keywords with respect to publication years. All data was 

collected using WoS analytics.
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Recently, taggants based on optical nanomaterials have made significant progress 

in forensic research and traceability of products17. From a material perspective, we see 

that fluorescent-based materials and their corresponding anticounterfeiting technologies 

stand out due to their optical qualities, excellent security features, and difficulty of 

reproduction (Figure 1.2). Organic and inorganic luminescent materials, such as dyes18,

metal-organic frameworks (MOFs)19, rare earth nanomaterials20, semiconductor 

nanoparticles (quantum dots (QDs) and carbon dots)21, 22 are emerging as attractive 

materials for anticounterfeiting applications. 

Figure 1.2. Percentage distribution of materials in security label applications in the last decade.

In literature, it has been reported that luminescent security inks generally contain 

organic dyes23, 24 and lanthanide-based materials25, 26. While organic dyes allow for the 

creation of inexpensive security labels, on the other hand, these low costs and easy 

availability can facilitate illegal reproduction. Moreover, organic dyes have problems 

such as short fluorescent life and photobleaching27. Likewise, photobleaching lanthanide 

materials upon prolonged exposure to sunlight make these materials unsuitable for 

security printing applications. In addition, the high cost of precursor costs of lanthanide 

materials restricts high-scale production and prevents the security label to be developed 

from being feasible, as it will affect the unit cost28, 29.  

However, the quantum dots can be alternatives to organic dyes or lanthanide ion 

complexes30. Quantum dots are nano-sized particles in the semiconductor material class 
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which are constructed of several atoms. Particle sizes of quantum dots can be adjusted by 

controlling the synthesis process parameters, and the sizes typically lie between 2 nm and 

10 nm (atomic diameter 10 to 50)31. Quantum dots exhibit outstanding optical and 

electrical properties due to the fact that their crystal sizes are changed32. Comparing with 

photoluminescent organic dyes, quantum dots have many advantages, from lightfastness 

to unique optical properties. Quantum dots have narrow emission spectra that can be 

adjusted by altering the size, composition, and surface chemistry of the quantum dots33.

Unlike organic dyes having discrete emission peaks due to chemical composition, 

quantum dots can be tuned all over the spectrum. Besides, quantum dots have broad 

absorption spectra which allows them to be excited over a wide wavelength range and 

thus, different photoluminescent quantum dots are excited by a single excitation 

wavelength. With all these distinctive features, quantum dots can be an excellent 

opportunity to develop multi-component spectral coding mechanisms currently used in 

security printing technology. 

Figure 1.3 shows that the printing types and distribution in the literature. Many 

materials for creating security labels can be easily applied as a security ink with different 

printing methods such as stamp printing34, screen printing29, 35, and inkjet printing36, 37 for

anticounterfeiting applications.  

Figure 1.3.  The printing types and distribution in the literature.
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Despite the fact that the materials and printing techniques are so advanced, most 

of the luminous printed labels and patterns can still be cloned. This greatly limits high-

level anticounterfeiting practices, as they are produced through a largely deterministic 

process and therefore the encrypted information encoded in luminescent labels/patterns 

is somewhat predictable38. Recently, it is thought that the inclusion of a security tag, such 

as fingerprints which allows direct and almost inimitable identification specific to each 

person, in the labeling of documents and products, will significantly increase the level of 

security and make copying impossible. 

Recently, physically non-clonable functions (PUFs) based on uncertain random 

structures offer advanced security techniques. PUF is a physical object with a unique and 

fingerprint-like property39.  The tags developed are based on the random irregularity of 

the object. Therefore it becomes impossible to copy and is an ideal method to prevent 

counterfeiting. The PUF tag is saved in a database to avoid counterfeiting and and the 

customer may check if a product is genuine by reading the anticounterfeiting tag and 

comparing the reading to those in the database. The first PUF was created in 2002 by the 

creation of unique random distribution patterns embedded in a polymer block40. PUFs 

developed so far are based on the optical, plasmonic, magnetic, and phase change 

properties of nanoparticles. Only for authentication purposes, there are some studies in 

the literature to create functions (PUFs) that cannot be physically cloned (Table 1.1).

There are many examples in the literature where nanomaterials are randomly distributed 

within the material or product. For instance, polymer particles create unique optical 

barcodes by encoding them with different bright rare earth materials41, in another study 

mentions a method of creating an optical PUF (Physical Non-Clonable Function) by 3D 

Printing a Photopolymer nano-suspension containing CdSe nanoparticles42. Although 

PUF labels have been developed with various materials, we still encounter some 

limitations of the materials. For example, certain properties such as the toxicity of Cd-

based QDs or bleaching of lanthanide materials due to prolonged exposure to sunlight 

make these materials unsuitable for safe printing applications. Additionally, PUF tags 

were created that consist of randomly arranged nanofibers produced by molecular beam 

epitaxy from a polyaromatic hydrocarbon that can be detected using fluorescence 

microscopy43, 44. Here, the randomness is due to the angles at which the nanofibers grow 

and the coordinates of their endpoints. The suggested PUF labels, on the other hand, are 

made up of complicated organic molecules that are difficult to mass-produce and have 
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low physical stability. It is also claimed that security tags that could not be cloned may 

be generated based on the varied transportation behavior of the perovskite precursor and 

the irregular crystallization of perovskite during inkjet printing45. It was also showed that 

the capacity of anticounterfeiting tags could be increased significantly by adding three-

dimensional height information of perovskite patterns to security tags. It has been shown 

that perovskite fluorescence spots that cannot be seen with the naked eye can be detected 

with a fluorescent microscope. However, decoding such complex PUF codes often 

requires more advanced and expensive equipment such as a fluorescent or confocal 

microscope. 

In summary, counterfeiting is a very important problem for many states and 

companies and the research to be done in this area is very valuable. Today, with the 

advancement of material technologies, the optical and physical properties of 

nanomaterials continue to be also improved. This offers new areas and ideas in new 

technologies to be used in the fight against counterfeiting to researchers. 
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1.2. Problem Description and Purpose of This Study 

Nowadays, in addition to the anticounterfeiting of valuable documents and 

certificates, increasing market volumes in many areas create enormous opportunities for 

counterfeiting. Traditional anticounterfeiting methods usually offer one-step security and 

can be deciphered by skilled counterfeiters as they are visible and are often produced 

according to pre-designed/set coding rules. On account of this, it has become more 

important to develop security tags that cannot be cloned or difficult to clone. Therefore,

compared to simple labels, the trend towards labels produced by stochastic manufacturing 

processes has increased recently. Although the increasing material options offer 

researchers the opportunity to create security labels based on random distribution and 

difficult to repeat, expensive and specialized devices such as confocal microscopes, 

fluorescence microscopes, transmission electron microscopes, etc. are still needed for the 

verification methods of many security labels. This situation does not allow the use of 

security labels created with nanoparticles for the control of the originality of the product 

or the document in daily life. For this reason, in order to have a say in preventing 

counterfeiting, it becomes important to ensure that the security labels to be developed are 

complex and unrepeatable, as well as to check their originality in a simple and fast way. 

The aim of this study is to create new generation security labels/patterns that can 

be used in security printing and brand protection applications and to verify the created 

security labels/patterns by a simple, efficient and fast way. In this dissertation, the security 

labels/patterns to be created by heavy metals free nanoparticles that are luminescent in 

the visible region and have optical stability for a long time. For this aim, we synthesized 

InP and carbon-based quantum dots acting as pigments in security labels/patterns to be 

developed. Security inks are formulated to emit in different colors with water-based 

carbon and solvent-based InP nanoparticles creating security labels that will be used in 

screen printing and inkjet printing. Besides, we checked the originality of these tags with 

the help of a simple device. Thus, we developed a verification method that can not be 

observed by naked human eye but will be distinguished by a simple detecting device.

In addition to this, in our study, we created unique security patterns with 

electrospinning technique apart from known printing methods. Thanks to the random 

droplet/fiber pattern we obtained, we produced inimitable security patterns. By the 

electrospinning technique, it is not possible to reproduce the same droplet/fiber pattern 
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even by its manufacturer, so we are able to create unique security patterns such as 

fingerprints that cannot be cloned. Also, the electrospinning technique offers a simple 

production method for the security label, eliminating the difficulty of industrial-scale 

production and replication. In this study, we propose a verification method, firstly, the 

luminescence properties of the security patterns will be determined by using a hand-held 

spectrophotometer to check spectral authenticity of the product or document. 

Additionally, the security pattern image obtained by a mobile phone will be checked and 

matched with the original image in the database for authentication. Therefore, the 

originality of the product or document can be proven by verifying the two-steps. 
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CHAPTER 2 

2.DEVELOPMENT AND APPLICATION OF CARBON 
NANOPARTICLES BASED FLUORESCENT INKS FOR 

SECURITY PRINTING 

2.1. Introduction 

Counterfeiting of high-value things such as money and legal documents is a 

challenging problem worldwide64. Paper-based information encryption and 

counterfeiting prevention is a hot topic, as many important documents, including identity 

cards, passports, money, and checks, are currently still held on paper65. Different combat 

techniques are designed using various materials and methods to prevent counterfeiting66-

69. Luminescent labels are one of the most popular security items to protect original 

documents. In the security printing sector, UV luminescent inks are commonly used as 

2nd level security features, being non-visible in the daylight and become visible under UV 

light. Table 2.1 lists some examples of  luminescent nanoparticles utilized in the 

production and design of luminescent security inks, the methods of their synthesis and 

printing procedures70. 

Table 2.1. List of the luminescent nanomaterials, synthesis and printing methods70. Copyright 
2016 Royal Society of Chemistry 

Luminescent 
nanomaterials Synthesis methods Printing methods Ref

LaPO:Eu Hydrothermal Screen printing 25

Y2O3:Eu Sol-gel ---- 26

water based-hybrid 
dots/HEC Hydrothermal Screen printing 71

β-NaYF4:Er/Yb Thermal decomposition Inkjet printing 72

NaYF4:Er/Yb -- AFM 
nanoxerography

73

CdTe Wet- chemistry Mask based printing 74

CdS Wet- chemistry Inkjet printing 75

ZnS:Mn2+ QDs chemical precipitation Handwriting 22

Carbon Quantum Dots Thermal decomposition Inkjet printing 76

Carbon nanodots Pyrolysis and microwave Simple writing by 
pen

77

Gold and silver np Microwave Screen printing 78
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Among various printing methods, inkjet printing is preferred due to  its minimal 

reagent use, direct and high-throughput modeling capability, difficulty to replicate, and 

ease of authentication. Therefore, complex anticounterfeit labels may be created using 

inkjet printing of luminescent security inks. Simply described, the inkjet printing process 

ejects a fixed amount of ink in a chamber from a nozzle by means of a sudden, semi-

diabatic reduction of the chamber volume by means of piezoelectric action79. UV 

fluorescent inks for security printing are generally organic dye and lanthanide based, and 

their lightfastness in not adequate for many applications such that they bleach in time 

when exposed to sunlight for an extended period of time.  Although studies have been 

made with quantum dots recently, there is no commercial product yet. 

Recently, environmentally friendly carbon-based luminescent quantum dots 

(CD), which offer outstanding features such as biocompatibility, high chemical stability, 

and photostability, have attracted much attention80, 81. CDs are conjugated systems 

consisted of sp2 and sp3 hybridized carbon atoms82. CDs have many different potential 

applications, including drug delivery, bioimaging, solar cell, fluorescence sensors83, 84.

Particularly, their optical properties are unique and prominent, and can be applied in a 

wide spectrum of security printing applications. Carbon dot based anticounterfeiting 

labels can be regarded as one of the hot topics among these potential areas.  

CDs are conventionally synthesized via top-down or bottom-up methods85. The 

top-down method involves breaking down bulk carbon structures into nanoparticles by 

using arc discharge, laser ablation, chemical, or electrochemical oxidation, and etc86-88.

Many types of carbon materials, such as graphite powder, carbon nanotubes, carbon fibers 

can be processed to achieve quantum dots via top-down methods89, 90. The Bottom-up 

method, on the other hand, comprises assembling various molecular precursors such as 

citric acid, carbohydrates, and biomaterials to form carbon based nanoparticles employing 

various approaches such as pyrolysis, hydrothermal, thermal decomposition and 

microwave synthesis83, 91-93. Compared to traditional semiconductor quantum dots, CD 

production is generally cost effective and relatively easier to scale up.  

In this work, we formulated a security ink suitable for inkjet printing using carbon 

based nanoparticles as a color pigment to authenticate valuable documents. We preferred 

water-soluble carbon based nanoparticles forwhy they have high optical stability and easy 

synthesis methods. Security labels have been printed on paper sheets using the inkjet 

printing technique. The security labels printed were verified by using a low-cost, 
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convenient handheld optical device, called Quantag sensor developed in-house by 

Quantag Nanotechnologies.  Here, it is aimed to detect the differences that cannot be 

distinguished with the eye by controlling the printed security labels with a hand sensor 

and thus deter counterfeiting. 

2.2. Experimental 

2.2.1. Reagents 

Diammonium hydrogen citrate (98%), urea (99%), Polysorbate 80, TWEEN® 80 

viscous liquid and Span® 80 nonionic surfactant were purchased from Sigma-Aldrich. 

Ethylene glycol (≥ 99%) and tetraethylene glycol (98%) were purchased from Merck. 

Blue luminescent carbon-based nanoparticle was supplied from Quantag 

Nanotechnologies.

2.2.2. Synthesis of Green Luminescent Carbon Based Nanoparticles 

In this chapter, for creating new security labels we aimed to obtain carbon based 

nanoparticles with high photoluminescence spectra in the visible region and high 

experimental yield.  

Firstly, diammonium hydrogen citrate and urea were mixed and ground 

homogeneously.  The weight fraction of mixture is 1:1. Then this mixture was heated 

under reflux for 15 minutes in air. After the reaction, the obtained product was dissolved 

in water and then was purified by using centrifugation at 6000 rpm for 20 min94, 95.  After 

centrifugation, the concentration of CDs solution is 9%. The quantum yield of particles 

was measured by 16%. The yield of this synthesis procedure was found to be 55%.95
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Figure 2.1. Schematic illustration of green luminescent carbon dot synthesis. 

2.2.3. Formulation of Luminescent CDs Ink 

Luminescent CDs ink was made by dispersing varied percentages of blue and 

green luminescent particles in a combination of water and water-soluble organic co-

solvent based on investigations in the literature96, 97. To avoid clogging of the printer 

nozzles, organic co-solvents such as water-miscible ethylene glycol and tetraethylene 

glycol were used as humectants. Typically, the ink solution contains two different non-

ionic surfactants (Span® 80 and Tween® 80) at a ratio of 5% in 20 ml of the mixture to 

increase surface wettability. To get well-dispersed CDs, the mixture was violently stirred 

for 10 minutes and ultrasonically vibrated for 10 minutes. After the prepared Luminescent 

CDs ink was filled into the ink cartridge of the inkjet printer (EPSON L382), various 

labels were printed on A4 paper (without fluorescence background).

2.2.4. Characterization 

Photoluminescence (PL) and quantum yields (QY %) measurements were 

performed by Horiba-Fluorolog with an integrated sphere (Koç University). Absorbance 

was measured by Shimadzu UV-3600 UV-VIS-NIR spectrophotometer (Koç University). 

Fourier transform infrared spectroscopy (FTIR; Spectrum 100, PerkinElmer, Shelton, CT, 

USA) (İzmir Institute of Technology-IYTE) was used to confirm N-doped. X-ray 

photoelectron spectroscopy (XPS) studies were performed using a Thermo Scientific K-

Alpha XPS spectrometer (Ege University). High-resolution transmission electron 

microscopy (HRTEM; JEOL 2100F, operated at 200 kV) was used to examine the 
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morphology of the CDs. Surface tension was measured by Krüss digital tensiometer 

K10ST (IYTE). Viscosity of the inks was measured with RheoSense microVisc (IYTE). 

Epson L382 inkjet printer (Quantag) was used to print security labels. Quantag sensor s 

a f ber opt c-based dev ce developed n-house (patent protected). It s a handheld and low-

cost opt cal nstrument ut l z ng f ber opt cal probes to detect and measure fluorescent 

ntens ty (br ghtness) and colors (wavelength) of nks embedded nto patterns pr nted on 

substrates.

2.3. Results and Discussion 

2.3.1. Spectral and Structural Characteristics Green Luminescent 

Carbon-Based Nanoparticles 

Photoluminescence (PL) and absorption (Abs) spectra of CDs were shown in 

Figure 2.2. Emission PLmax is 532 nm and photoluminescence color of particle is green.  

Figure 2.2. Abs (left vertical axis, solid line) and PL (right vertical axis, dash line) spectra of 
CDs.

The composition and surface groups of the CDs were investigated using X-ray 

photoelectron spectroscopy (XPS). Carbon (284.39 eV), nitrogen (399.28 eV), and 

oxygen (531.23 eV) are present at the surface of CDs, according to the broad XPS 
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spectrum shown in Figure 2.3.a. The five components of the C1s spectrum (Figure 2.3.b) 

may be deconvoluted into multiple peaks corresponding to C=C (sp2 carbon) (284.26 eV), 

C-C (sp3 carbon) (284.67 eV, 285,05 ev), C=N (285.72 eV), and C-N (287.84 eV). The 

pyridinic N (C-N-C) and pyrrolic N (N-H) groups, on the other hand, may be 

deconvoluted into two components with peaks at 399.39 and 400.23 eV, respectively, in 

the N1s spectra (Figure 2.3.c). There are additional oxygen-containing groups that may 

be detected on CDs' surfaces (Figure 2.3.d). Two peaks in the corresponding O1s band 

are associated with sp2 (C=O, 531.02 eV) and sp3 (C-O, 532.09 eV)98, 99. The presence of 

nitrogens was shown by XPS measurements. 

Figure 2.3. (a) Nitrogen doped CDs XPS full scan spectrum. (b) C 1s (c) N 1s (d) O 1s (high 
resolution) XPS spectrum of CDs with nitrogen doping.

The substance was subsequently analyzed by FT-IR spectra to confirm whether it 

was nitrogen-rich or not (Figure 2.4). The O-H and symmetric/asymmetric N-H bonds 

make up the wide band that is centered at 3346 cm-1 100. At 2787 cm-1, there is a minor 

signal indicating the presence of C-H stretching vibration. Furthermore, the FT-IR 
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spectrum clearly shows the presence of amide bonds, as seen by their typical peaks of 

1700 and 1639 cm-1, which correspond to C=O and C=N stretching vibrations, 

respectively. At 1192 cm-1, the other amide band, which is C-N stretching, can be seen. 

In addition, the CH2 bending and C-O-C stretching vibrations have distinctive peaks at 

1400 and 1069 cm-1 100, 101. As a consequence of the XPS and FT-IR results, the material 

used in this investigation may be validated as nitrogen-rich carbon dots.

Figure 2.4. FTIR spectrum of green CDs.

Figure 2.5 shows HRTEM images of carbon quantum dots. Figure 2.5.a. shows 

an HRTEM image obtained from ~ 10 nm nanoparticles. The lattice spacing values of the 

particle are 0.24 and 0.34 nm. The lattice spacing value of 0.24 nm is reported to be 

generated by overlapping two (002) planes in literature102. Here, carbon quantum dots are 

more accurate to describe as graphene rather than graphite, as they are formed by stacking 

several layers of graphene. HRTEM images of a 9 nm nanoparticle and an 11 nm 

nanoparticle (Figure 2.5.d and e) show that both nanoparticles have the same lattice 

spacing of 0.24 nm. Figure 2.5.f shows HRTEM images of an elongated nanoparticle with 

dimensions of 4 nm x 9 nm, which demonstrate the existence of 0.34 nm lattice fringes 

in the (002) plane. 
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Figure 2.5. a-b) General TEM images of the green CQD sample showing the presence of small 
nanoparticles. c-f) HRTEM images of several individual nanoparticles identified as carbon 

based quantum dots. 0.34 nm lattice spacing value corresponds to the (002) plane, where 0.24 
nm lattice spacing is formed by overlapping two (002) planes. 

2.3.2. Spectral and Structural Characteristics Blue Luminescent 

Carbon Based Nanoparticles 

The photophysical properties of blue luminescent carbon based nanoparticles 

which are supplied from Quantag Nanotechnologies are as follows (Table 2.2).

Table 2.2. The properties of blue luminescent carbon based nanoparticles

Composition: Blue Luminescent Carbon-based NP

Quantum Dots Apperance: Colorless solution

Maximum excitation wavelength: 355 nm

Maximum emission: 450 nm

Quantum Yield: >60 %

Concentration: 1 mg/ml

Purity: >80 %

Solution: Water
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It is observed that the particle has absorbance at 355 nm and emission at 450 nm 

(Figure 2.6). PL intensities are high and FWHMs are below 90 nm. In addition, particle 

quantum yields are above 60%. 

Figure 2.6. Absorption and PL spectra of blue luminescent carbon based nanoparticles.

Furthermore, according to the results of the TEM analysis, it is observed that the 

particle sizes are approximately 2 nm. 

Figure 2.7. General TEM images of the blue luminescent carbon based nanoparticles. 
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2.3.3. Creating Luminescent Security Label with Carbon-Based 

Particles by Inkjet Printing 

Here, we show the use of CDs to produce luminescent ink is based on the good 

photostability of CDs. As known, major efforts and advances are being made to combat 

counterfeiting in inkjet printing using luminescent nanoparticles. To date, various 

luminescent compounds have been developed and utilized as security inks70. Organic 

dyes, for example, were utilized as fluorescent inks in the early stages. However, low 

photostability and a small Stokes shift restrict them. Conjugated polymer dots, inorganic 

quantum dots, and rare earth compounds, due to their tunable fluorescence characteristics 

and narrow emission bandwidths, have been used instead of dye103-105. Polymer dots, on 

the other hand, need complex preparation procedures and are costly. Moreover, due to 

low biocompatibility and long-term toxicity, inorganic quantum dots or rare earth 

compounds are often not suited for counterfeit printing in industries like food and 

medicines. As a result, achieving easy and rapid anticounterfeiting printing employing 

biocompatible, non-toxic, and efficient luminescent materials is critical. Carbon-based 

nanoparticles stand out from other luminescent  materials (inorganic quantum dots, 

organic fluorescent dyes, and rare earth compounds) because of their long fluorescent 

life, low toxicity, easy synthesis, and superior photostability, etc. Moreover, the small 

size and homogeneous distribution of carbon nanoparticles make them suitable for 

printing.  

Since water has a high surface tension of 72 mN/m106 and a low viscosity value 

of 0.89 cP, it is not possible to print an ink formulation consisting only of water and 

particles with an inkjet printer. Therefore, some ink mixtures were prepared by targeting 

the viscosity and surface tension values stated in the literature. The viscosities of available 

inkjet inks are quite low, ranging from 2 to 20 cP107. The drop should be as spherical as 

possible for the finest printing results and to achieve this, the surface tension of the ink 

must be adjusted to 25-35 mN/m108. Table 2.3 shows the viscosity and surface tension 

values of the ink formulations without added particles. The optimum surface tension 

value in the prepared ink formulations was measured in the sample of ink-4. Due to the 

orientation effects at the interfaces caused by the hydrophilic and hydrophobic parts of 

the surfactant added to the ink formulation, the desired surface tension value was 

measured. 
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Table 2.3. Ink formulations and their physical properties. 

Content of ink Ink-1 Ink-2 Ink-3 Ink-4
tetraethyleneglycol 0.1 0.1 0.1 0.1
ethyleneglycol 0.3 0.2 0.1 0.1
water 0.6 0.7 0.8 0.75
span 80 & Tween 80 0 0 0 0.05
Physical properties
surface tension (mN/m) 47.5 39.5 38.6 30.3
viscosity (cP) 2.80 2.00 1.60 3.5
pH 3.81 3.33 3.67 4.62
density (g/ml) 1.058 1.061 1.043 1.074

The inkjet ink parameters (i.e. surface tension and dynamic viscosity) have been 

carefully adjusted and made suitable for printing with existing commercial printers to 

ensure that the carbon particle-containing ink we have prepared works stably with an 

inkjet printer. The viscosity and surface tension of the ink according to various carbon 

nanoparticle concentrations were examined and shown in Table 2.4. With the addition of 

the particles, it is observed that the viscosity (from 3.5 cP to ~4.5 cP) and surface tension 

(from 30.3 mN/m to ~33.5 mN/m) of the ink increase by a small amount. In addition, the 

change in particle concentration does not cause a significant change in viscosity and 

surface tension. In summary, the physical properties of the ink are compatible with the 

literature values108, 109.

Table 2.4. Summary of physical properties of inks. 

surface tension 
(mN/m)

viscosity 
(cP)

pH Density
( g/ml)

0% QD 30.3 3.50 4.62 1.074

Blue luminescent
1% QD 33.5 4.50 6.57 1.107
2% QD 34.2 4.40 6.57 1.042

Green luminescent
0.0625% QD 33.6 4.60 4.15 1.022
0.125% QD 33.6 4.30 4.32 1.029

The fact that the printer has an integrated ink tank instead of a cartridge allows 

the prepared ink to be printed easily. The prepared QD-containing ink formulations 

shown in Figure 2.8 were loaded into the tanks of the Epson L382 model inkjet printer 

with micro piezo technology to be printed on the paper, and the 0.125% QD content green 

luminescent ink was printed on the brown kraft paper. According to Figure 2.9, there is a 
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security pattern visible on the paper even in daylight, which can be explained by the large 

amount of particles in the ink. Apart from this, another problem is that it emits blue 

fluorescence from the paper under UV light. Therefore, it is more appropriate to have 

non-fluorescence papers on which security printing will be applied. 

Figure 2.8. Inkjet printer. 

  

Figure 2.9. The photographs of IYTE pattern printed using CDs ink under a) visible light and b) 
UV light (365 nm) on the paper which has fluorescence background.

Figure 2.10 shows that the photograph of the pattern printed on paper without 

fluorescence background under daylight and UV light. While 2% blue luminescent carbon 

particles were added in the inkjet ink, 0.125% green luminescent carbon particle was 

added. In the photograph taken under daylight, it is observed that the concentrations of 

particles are high and the printed square patterns are noticed in daylight. However, it is 

easily observed that the patterns created with thin lines on the same printed-paper do not 

leave any color on the paper under daylight, and the patterns formed under UV light. 
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Figure 2.10.  The photograph of pattern printed using CDs ink under visible light and UV light 
(365 nm) on the paper which has non-fluorescence background (2% blue luminescent CDs, 

0.125% green luminescent CDs). 

In this study, since it is essential that the security pattern on the valuable paper or 

document becomes visible only under UV and should not be noticed in daylight, the 

amount of particles added to the ink formulation has been reduced. The amount of green 

particles in the ink has been reduced to 0.0625%. After the particle concentrations were 

reduced by half, the image of the pattern written by inkjet printer under daylight and UV 

light is given in Figure 2.11. It is observed that although the character and volume of the 

printed ‘‘quantag’’ text is large, there is no coloration on the paper due to the reduced 

particle amount, but the hidden text is clearly read under UV light. 

Figure 2.11. The photograph of pattern printed using CD ink (0.0625% green luminescent CDs) 
under visible light and UV light (365 nm). 

Furthermore, in Figure 2.12, it is observed that the patterns printed with ink 

prepared with 1% blue luminescent carbon particle are not noticed in daylight, but they 

luminescence very well under UV light. In the literature, many security patterns obtained 
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with carbon or different luminescent nanomaterials can be created within the scope of 

combating counterfeiting. Similarly, the fact that a lot of published anticounterfeiting 

study in the literature may make the efforts’ of counterfeiters easier. Recently, studies 

have shifted to lanthanide particles to increase the security level of such security patterns, 

which have become reproducible due to their easy production. Although the dual-mode 

luminescent obtained with two different excitation wavelengths increase the safety level 

a little110, the production difficulty and cost of the material limit its widespread 

applicability. We consider that such security patterns, which are controlled only by human 

eye, would limit fighting against counterfeiting. 

Figure 2.12. The photograph of pattern printed using CDs ink (1% blue luminescent CDs) under 
visible light and UV light (365 nm). 

Therefore, controlling authenticity of security labels with the help of a device 

having better sensitivity than naked eyes may enhance security level of the obtained 

labels. In this study, the fluorescent emissions of the security labels with the hand-held 

sensor of Quantag Nanotechnologies was measured in Figure 2.13.a. The Quantag sensor 

includes one excitation fiber bringing laser to the substrate to excite the ink; and collection 

fibers integrated with bandpass filters transmitting selected emissions to sensor111. Here, 

the signal level of the blue-luminescent ink was read from the 450 nm channel on the 

sensor, while the green-emitting ink was read from the 550 nm channel. According to 

Figure 2.13.b, the signal values read increase linearly depending on the particle 

concentration. 
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Figure 2.13. a) Quantag sensor, b) The fluorescent emissions of blue and green security labels 
with different nanoparticle concentrations by Quantag sensor.

At the same time, the photostability of the obtained labels was followed for 54 

days. The signal values are normalized to the value read on the first day and the change 

in the weekly measurement results is given in Figure 2.14. As can be seen in the Figure 

2.14, when looking at the sensor results obtained from the labels with both particles, it is 

observed that the optical stability of the printed security labels is also very good.  

Figure 2.14. The intensity of luminescent inks monitored by the Quantag sensor for 54 days, 
demonstrating the photostability of security labels printed on the paper. N=3G, the standard 

deviation is less than 2% therefore omitted. 
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In summary, in this study, highly stable security labels were created with high 

photostability particles. In addition, since the emission intensities of the inks are read with 

the help of a device, the differences that the human eye cannot distinguish can be detected 

and the originality of the document or document can be accurately demonstrated. 

2.4. Conclusion  

In this study, firstly, having green emission and water-dispersible carbon 

nanoparticles were synthesized by a bottom-up method. Second, different concentrations 

of carbon particles were dispersed in a solvent mixture containing ethylene glycol, 

tetraethylene glycol, water, and surface agent to create a hydrophilic ink formula,

resulting in water-based, environmentally safe luminescent security inks. More 

importantly, the security labels that would not be visible in daylight but would be visible 

under UV light were printed on non-fluorescent papers with inkjet printing by adjusting 

the amount of carbon particles. The fact that the printed labels are visible only under the 

365 nm UV lamp and exhibit different colors reveal that it can be used for security 

printing. Furthermore, it enabled the creation of security labels with high security capacity 

by reading the optical response from the labels with a hand-held sensor. Here, security 

labels are easy to both manufacture and verify. Therefore, the technology developed in 

this chapter against counterfeiting is highly promising. 
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CHAPTER 3 

3.DEVELOPMENT OF AN ANTICOUNTERFEITING 
TECHNOLOGY COMBINING In(Zn)P/ZnS 

NANOPARTICLES BASED FLUORESCENT INKS FOR 
SCREEN PRINTING AND A HAND-HELD OPTICAL 

DEVICE FOR VALIDATION 

3.1. Introduction 

Counterfeiting and adulteration of valuable documents cause economical loss and 

initiate societal concerns. Anticounterfeiting efforts require advanced materials and 

technologies to prevent counterfeiting. Fluorescent inks are commonly used as second 

level security features; being invisible in the daylight and detectable under UV light. In 

the last decade, to prevent counterfeiting security labels have been created using different 

printing techniques with various fluorescent inks formulated by using rare earth 

luminescent materials112-116, carbon dots57, 117, 118, organic dyes18, 119, and quantum dots22,

120, 121. Among various printing methods, screen printing is preferable because it is easily 

applicable to various substrates122. Screen printing, which is a unique technique in terms 

of quality, is a process that uses ink or pastes pushed by a template attached or embedded 

in a web stretched onto a printing frame. Since an intermediate transfer tool is not 

required, the consistency of the ink is not limited. Long-lasting and durable prints can be 

produced, providing unrivaled homogeneity and color brilliance. Screen printing can be 

applied to a variety of substrates from papers to metals to plastics, and even glass and 

ceramics. These capabilities enable the production of a wide variety of products including 

smart identity cards, credit cards, technical and industrial parts, automobile components, 

flat glass and glass containers, etc.123. 

In the past several years, publications applying screen-printing techniques using 

lanthanide-based luminescent materials have been widely reported for 

anticounterfeiting25, 28, 29. Organic dyes as fluorescence materials are used in this field119, 

124. Colloidal quantum dots (cQDs) are considered as alternatives to these materials 
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because of their unique optical properties30, 31. Unlike the lightfastness and cost-

effectiveness of lanthanide-based materials and broad emission peaks of organic dyes125,

cQDs possess narrow, stable, and tunable photoluminescent emission features126. In 

addition, cQDs may be excited by a single wavelength light source because of their broad 

absorption spectra. With all these distinctive features, cQDs may be regarded as an 

excellent anticounterfeiting material for contemporary security ink and printing 

technology. 

For two key reasons, the focus of QD research has recently shifted to III-V

semiconductors. First, III-V materials are more covalent than ionic materials (II-VI and 

IV-VI materials), resulting in better optical stability and reduced toxicity. Second, the 

Bohr radius in III-V systems is substantially bigger than in II-VI systems, causing 

stronger size quantization effects. Among all III-V semiconductors, especially InP, are of 

great interest due to the stability and the low toxicity explained by the absence of elements 

of Cd and Hg127. In addition, the bulk InP has a bandgap of 1.35 eV (918 nm) with a 

relatively larger Bohr exciton radius which leads to a wider emission range between 

visible and near IR spectral regions due to the strong quantum confinement effect128. 

Synthesized InP core nanocrystals exhibit generally poor fluorescence quantum 

yield (less than 1%)129. They are also prone to photodegradation and surface oxidation. 

Coating the core with a larger band semiconductor shell such as ZnS or ZnSe is a common 

method for increasing and improving PL efficiency because of better surface passivation 

and reduction of dangling bonds130, 131. 

In the literature, two approaches to the colloidal synthesis of high quality and 

monodisperse InP QDs have discussed: Hot injection and heating-up techniques. In the 

hot injection method, at room temperature the precursor solution is quickly injected into 

the hot reaction medium132. Injection leads to sudden nucleation of NCs and the formation 

of new nuclei is prevented due to the drop in temperature. As a result, monodisperse NCs 

are obtained. The hot injection approach is a commonly used technique for the synthesis 

of colloidal InP NCs133. The heating-up approach is a method where the reaction mixture 

containing precursors, solvents stabilizing ligands are heated from room temperature to 

higher temperatures134. In contrast to the hot injection approach, the nucleation time in 

the heating-up method may be longer at the same time as the growth time. In this method, 

the selection of precursors and the heating rate are very important to obtain high-quality 

NCs135. 
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To prevent counterfeiting, luminescent/fluorescent materials are turned into 

colorless fluorescent inks that exhibit confidential information when exposed to UV 

light26, 71, 136. However, as these materials often exhibit monochromatic emissions that are 

easy to imitate, these security inks offer a low-level of protection against counterfeiting. 

In recent years, luminescent inks made of rare-earth materials attract great attention due 

to their fast response time, high brightness, and efficiency35, 137-139. However, rare-earth 

materials based security inks severely limit scaled-up production due to high cost. 

Furthermore, it is desired to verify the authenticity of a document illuminated under UV 

light by visual inspection without using a device35, 71.  However, this simplicity would 

make security patterns predictable and can be easily reproduced. To prevent 

counterfeiting, utilizing an affordable, widely-used, handy instrument such as a mobile 

phone or an optical device working with a specially formulated ink may enhance 

anticounterfeiting procedures.  

In this study, we formulated a colloidal nanoparticle (colloidal quantum dot)-

based security ink to authenticate valuable documents. Here, we chose indium-based 

alloyed nanoparticles because the cost of indium based precursors is much lower than the 

rare-earth element based materials. On top of that, they can be easily produced at 

hundreds of grams in one-pot, and thereby further lowering the ink cost. Herein, we 

synthesized In(Zn)P/ZnS nanoparticles to formulate security inks emitting brightly in 

various colors. The fluorescence properties of nanoparticles were adjusted by precursor 

type and reaction temperature. The In(Zn)P/ZnS colloidal nanoparticles were mixed with 

a commercial printing varnish to formulate security ink. The inks were used to print 

security patterns on various substrates including paper, polymer, and glass by applying 

the screen-printing technique. The security patterns printed were evaluated by using a 

commercial fiber-optic based spectrometer, and a low-cost, convenient handheld optical 

device, called Quantag sensor developed in-house by Quantag Nanotechnologies. The 

security patterns that were barely detectable under UV light by the naked eye were clearly 

detectable by the Quantag sensor. The spectral features, wavelengths, and brightness, 

were validated by a fiber-optic based spectrometer; verifying the readings of the Quantag 

sensor. It is demonstrated that the security patterns can be printed by using the specially 

formulated ink and detected with a low-cost, simple, and handy optical device to 

authenticate the originality of documents or products.  
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3.2. Experimental 

In this study, In(Zn)P/ZnS nanoparticles were synthesized according to the hot 

injection approach. Then, In(Zn)P/ZnS nanoparticles at low percentage were dispersed in 

the commercial screen printing varnish. Nanoparticles included varnish were printed to 

the paper by using screen-printing process.

3.2.1. Reagents 

Indium (III) chloride (InCl3, 98%), indium (III) bromide (InBr3, 99%), Zinc (II) 

iodide (ZnI2, ≥99.99%), oleylamine (OA, 70%), trioctylphosphine (TOP, 97%), zinc 

stearate (technical grade), 1-octadecene (ODE, 90%), 1-dodecanethiol (DDT, ≥98%), and 

sulfur (Merck, 99%) were purchased from Sigma-Aldrich. Zinc (II) chloride (ZnCl2,

97%) and tris(diethylamino)phosphine ((DEA)3P, 97%) were purchased from Alfa Aesar. 

Printcolor series 592 varnish was used to formulate inks. 

3.2.2. Synthesis of In(Zn)P/ZnS Nanoparticles  

In this study, for creating new security codes we aimed to obtain InP based 

nanoparticles with high photoluminescence spectra in the visible region and high 

experimental yield.  

In(Zn)P/ZnS/DDT colloidal nanoparticles were synthesized by applying a 

modified hot injection method140. Figure 3.1 shows a schematic illustration of the 

synthesis of In(Zn)P/ZnS/DDT particles. Briefly, 0.9 mmol of InCl3 and 4.4 mmol of 

ZnCl2 were mixed in 10.0 mL of oleylamine at 120 °C and stirred for 20 min. After indium 

and zinc precursors were completely dissolved under a nitrogen atmosphere, the reaction 

temperature was increased to a specific predeterm ned value (varied from 150 to 200 °C). 

3.3 mmol of tris(diethylamino)phosphine ((DEA)3P) was rapidly injected into the 

precursor solution to synthesize the core of In(Zn)P nanoparticles. To coat the 

nanoparticle surface with ZnS shell, TOP-S and Zn(stearate)2 were prepared individually 

and added dropwise into In(Zn)P core nanoparticle dispersion. Firstly, 2 mL of 2.2 M 

TOP-S and 8 mL of 0.4 M Zn(stearate)2 solutions were simultaneously injected into the 

reaction medium and the reaction temperature was increased to 300 °C. After one hour,
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1.4 mL of 2.2 M TOP-S and 0.4 M of 8 mL of Zn(stearate)2 solutions were added as the 

second injection. The formation of additional layers was established at 30 min. and 15 

min. respectively following the second injection. After the formation of multilayered ZnS 

shell coating, the reaction was cooled down to 120 °C. At this temperature, DDT was 

injected into the dispersion to grow an organic passivation layer over the nanoparticle 

surface. The process was subsequently stopped by cooling the dispersion to room 

temperature after another 20 minutes of stirring (Figure 3.2).

Figure 3.1. Schematic illustration of the synthesis of In(Zn)P/ZnS particles. 
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Figure 3.2. Schematic illustration of synthesis setup of DDT addition and its effect on 
improving quantum yield. 

To purify the crude In(Zn)P/ZnS/DDT nanoparticles, the dispersion was 

precipitated by the addition of ethanol and then centrifugated at 6000 rpm for 15 minutes. 

This purification step was repeated one more time to remove remaining unreacted 

precursors and excessive amounts of organics. Purified In(Zn)P/ZnS/DDT nanoparticles 

were dried under vacuum and stored as powders. 

3.2.3. Printing Process  

In(Zn)P/ZnS/DDT nanoparticles were dispersed in a commercial varnish with a 

ratio of 0.1-0.2% v/v (1000-2000 ppm). This ink was used to print security patterns on 

the various substrates by using a screen-printer. 

3.2.4. Characterization 

Photoluminescence (PL) and quantum yields (QY %) measurements were 

performed by Horiba-Fluorolog with an integrated sphere or USB2000 fiber-optic based 

spectrometer (Ocean Optics Inc., Dunedin, FL, USA) (Koç University). Absorbance was 

measured by Shimadzu UV-3600 UV-VIS-NIR spectrophotometer (Koç University).

Particle size measurements were taken by DLS (Malvern ZS-Zetasizer) (Quantag 

Nanotechnologies). SEM-EDS analysis employed FEI QUANTA 250 FEG SEM 

equipped with an Oxford Instruments energy dispersive X-ray analyzer (İzmir Institute 
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of Technology-IYTE). XRD patterns were obtained by Bruker D2 phaser–X-ray 

diffractometer (Koç University). Fourier transform infrared spectroscopy (FTIR; Thermo 

Scientific iS10 FT-IR) was used to confirm DDT coating (Koç University). The thickness 

of the screen-printed patterns was measured by KlaTencor MicroXM-100 optical 

profilometer (İzmir Institute of Technology-IYTE). Andor Revolution confocal 

microscope was used to determine ink homogeneity in the printed patterns (İzmir Institute 

of Technology-IYTE). The fluorescence intensity (brightness) and color (wavelength) of 

the ink embedded into labels printed on the substrates were measured with the Quantag 

sensor (Quantag Nanotechnologies), which was detailed in Chapter-2.

3.3. Results and Discussion 

3.3.1. Spectral Properties of In(Zn)P/ZnS/DDT 

In this study, we preferred to synthesize In(Zn)P/ZnS/DDT nanoparticles for 

anticounterfeiting application. The emission colors of these nanoparticles were adjusted 

by trying different indium and zinc precursors and adjusting the reaction temperature 

rising from 150 °C to 200 °C.

Without a protective shell, the InP QDs have a poor photoluminescent quantum 

efficiency due to the state of the surface trap of core135. The solution to this problem is 

the epitaxial growth of another semiconductor material around the QD as the shell. 

Additional shell prevents trap emission by increasing the quantum efficiency of the 

nanocrystals but also forms a physical barrier between the core QD and the surrounding 

environment141. Here, we coated core particles with ZnS shells because of their toxicity, 

chemical stability, and low cost. Also, in order to reduce the lattice mismatch between 

ZnS and InP, Zn source was added to the structure during the core synthesis. In Table 3.1

different concentrations of zinc sources were studied at 180 °C. According to Table 3.1

without using a zinc source in the core particle production, the photoluminescence 

spectrum of particles shifted further to the right, the FWHM value increased and the size 

distribution of particles was polydisperse. Higher concentrations of precursor led to 

smaller particles, but it shows that the photoluminescence properties of particles 

deteriorated. Increasing the amount of ZnI2 decreased the quantum efficiency of the 
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sample is from 57% and 42%. The reason for this may be larger precursor concentrations 

make it more difficult to dissolve the solid precursors140.    

Table 3.1. Results of reactions depending on different concentration of zinc source. 

Condition PLmax 

(nm)
ABSmax

(nm)

Stokes 
shift 
(nm)

FWHM 
(nm)

QY
(%) Core type

Atomic %
Size 
(nm)Zn/In

No zinc 603 550 53 71 50 In0.18Zn0.82P -
10.8
(poly

disperse)
ZnI2  

(2.2 mmol)
518 475 43 59 57 In0.34Zn0.66P 1.96 7.5

ZnI2  

(4.4 mmol)
491 440 51 60 42 In0.19Zn0.81P 4.2 5.6

Figure 3.3 shows the shifts in the absorbance peaks of the In(Zn)P core structure 

and the diameter information measured by DLS method. ZnI2 added to facilitate shell 

growth also reduced the size distribution of InP nanoparticles.  

Figure 3.3. a) Absorption spectra, and b) particle size and distributions of In(Zn)P core 
nanoparticles, tuned by ZnI2 concentration but keeping the reaction time fixed. 

According to Figure 3.4, when the concentration of the zinc source was reduced, 

the photoluminescence spectra shifted to the red part of the spectrum. Here, the most 

effective parameter is the Zn content in the composition of the nanoparticles. Because 

increasing the Zn content in the composition results in a decrease in the PL wavelength 

of the nanoparticles due to the high bandgap of Zn. 
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Figure 3.4. Photoluminescence spectra of In(Zn)P core nanoparticles, tuned by ZnI2

concentration but keeping the reaction time fixed.

Then, the different indium and zinc sources were studied to obtain In(Zn)P core 

nanoparticles while all other reaction conditions were kept constant (Table 3.2).  Table 

3.2 shows that PL maxima wavelength and quantum efficiency for In(Zn)P/ZnS 

nanoparticles depending on different In and Zn precursor sources. 

Table 3.2. PL maxima wavelength and quantum efficiency for In(Zn)P nanoparticles with 
different In and Zn source. 

Indium source Zinc source

ZnCl2 (4.4 mmol) ZnI2 (4.4 mmol)

InCl3 (0.9 mmol) 602 (75%) 491 (42%)

InBr3 (0.9 mmol) 593 (70%) 496 (46%)

Table 3.3 shows that changing the precursor type and concentration is important 

for adjusting the particle properties. Here, the indium and zinc sources were changed 

when the other reaction conditions were kept constant. Using the Zn source ZnCl2 and 

replacing InCl3 with InBr3, the photoluminescence shifted the wavelength from 602 nm 

to 593 nm (Figure 3.5). This indicates that size adjustment can be made by changing the 
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indium halide precursor type (salt). Oleylamine used in core synthesis is the hard base, it 

coordinates complexes containing InCl3 more strongly than InBr3, so InCl3 is more 

soluble140. Since InBr3 has poor solubility, it has led to the formation of smaller 

nanocrystals here. 

Table 3.3. Photophysical and structural properties depending on In and Zn precursor source. 

According to Table 3.3, when the Zn source ZnI2 is used and studied with InCl3

and InBr3, it was observed that the absorbance and photoluminescence wavelength shifted 

further to the left. When the halides are adsorbed on the InP surface, it can cause changes 

in the surface reaction rate with varying steric effects. Especially the larger iodide ion can 

make the adsorption areas less accessible, reducing the rates of surface reaction. For this 

reason, it may have caused the particle sizes to remain smaller. 

In summary, when ZnCl2 is used instead of Znl2 as the source of zinc, it appears 

that the particle size is increased and the photoluminescence spectra of the particles move 

to the right. However, it is also shown that the optical quality of the particles improved. 

When we look at Table 3.3, it is observed that the quantum yields increase from ~40% to 

~75%. Therefore, changing the zinc source is an effective method for improving the 

optical properties of the particle.  

In Figure 3.5, it is observed that the indium and zinc sources, which provide good 

optical properties under these reaction conditions, are InCl3 and ZnCl2, respectively. 

Condition
PL 
max

(nm)

ABSmax

(nm)
Stokes 
shift

FWHM 
(nm)

QY 
(%) In/(In+Zn) Zn/(In+Zn) Zn/In Size 

(nm)

InCl3
(0.9 mmol)

ZnI2
(4.4 mmol)

491 440 51 60 42 0.19 0.81 4.2 5.6 

InBr3

(0.9 mmol)
ZnI2

(4.4 mmol)

496 442 54 65 46 0.17 0.83 4.7 6.0

InBr3
(0.9 mmol)

ZnCI2

(4.4 mmol)

593 525 68 68 70 0.20 0.80 4.3 8.3 

InCl3
(0.9 mmol)

ZnCl2
(4.4 mmol)

602 518 84 65 75 0.23 0.77 3.4 11.6
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Figure 3.6 shows that FWHMs of samples synthesized using different sources of indium 

and zinc with different exciton positions varied between 60-68 nm. 

Figure 3.5. Photoluminescence spectra of In(Zn)P/ZnS core/shell nanoparticles prepared with 
different precursor sources. 

Figure 3.6. The emission line width of In(Zn)P/ZnS using different indium halides and zinc 
precursors. 

After examining the effect of different indium and zinc sources, the effect of the 

reaction temperature was studied. As shown in Figure 3.7., increasing the reaction 
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temperature resulted in redshifts in the absorption spectra. The particle size of the 

nanoparticle core was measured by DLS (Dynamic Light Scattering) technique (Figure 

3.7.b), confirming the increase in nanoparticle size from 5.6 to 13.5 nm was correlated to 

the observed red-shifted absorption spectra. Despite a well-defined absorption band of 

In(Zn)P core nanoparticles, weak photoluminescence was observed.  

Figure 3.7. a) Absorption spectra, and b) particle size and distributions of In(Zn)P core 
nanoparticles, tuned by the reaction temperature but keeping the reaction time fixed.

Nonradiative relaxations due to the surface defects cause weaker emissions for 

InP nanoparticles unless a proper inorganic shell is coated on the surface of the core 

nanoparticle142. XRD patterns of the core nanoparticles revealed the formation of low-

quality nanocrystalline structures (Figure 3.8). XRD measurements indicated the 

formation of ZnO layer (JCPDS: 36-1451) on the particle surface due to oxidation of Zn 

ions (Figure 3.8a). As demonstrated in the literature135, 143, InP core generally generates 

low fluorescence emission (quantum yield <1%) and is inclined to surface oxidation and 

photodegradation. Coating the core with a larger bandgap semiconductor material such 

as ZnS is a common method to improve fluorescence efficiency by passivating the core 

surface and diminishing dangling bonds130. Herein, ZnS was chosen as the shell layer 

material because it has high chemical stability and wide bandgap (3.6 eV), and low-cost 

precursors are commercially available144, 145. When the core nanoparticle was coated with 

ZnS shell, In(Zn)P/ZnS nanoparticles emitting in the range of 535-638 nm with higher 

quantum yields (Figure 3.8b - Table 3.4). XRD patterns show better diffractograms 



                                                                                                                          41 

suggesting improved crystal structures and well-defined (111), (220), and (311) facets 

established after ZnS/DDT shell grown on the particle surface (Figure 3.8b and c). 

Table 3.4.  Photophysical properties of In(Zn)P/ZnS/DDT nanoparticles prepared at various 
reaction temperatures.

The reaction 

temperature

PLmax

(nm)

Absmax

(nm)

Stokes shift 

(nm)

FWHM 

(nm)
QY (%)

150 °C 535 470 65 68 72

160 °C 550 490 60 65 80

170 °C 573 505 68 70 85

180 °C 602 518 84 65 75

200 °C 638 565 63 68 62

Figure 3.8. a) The XRD diffractogram of the InZnP core nanoparticles with different core 
reaction temperatures. The solid black lines represent the reference lines of ZnO structure 
(JCPDS: 36-1451). The effect of ZnS shell addition on the crystal structure of InZnP/ZnS 

core/shell nanoparticles was shown for b) 150 °C and c) 200 °C.
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The fluorescent colors of the nanoparticles were tuned by adjusting the reaction 

temperature, which increased from 150 to 200 °C. The bright visible emission under UV 

illumination is an indication of the highly efficient fluorescence emission shown in the 

inset of Figure 3.9a. For all reaction temperatures, the FWHM of nanoparticles was 

comparable (Figure 3.9.b.).  (DEA)3P was used as the phosphorus source because its 

higher steric hindrance reduces chemical reactivity and consequently leads to stable and 

high-quality nanocrystals130, 140. Other phosphorus sources tris(trimethylsilyl)-phosphine 

((TMS)3P), and tris(dimethylamino) phosphine ((DMA)3P) were not chosen because 

(TMS)3P is highly flammable, toxic, and expensive140 and (DMA)3P has high reactivity 

because it has lower steric hindrance146. 

Figure 3.9. a) Fluorescence spectra of In(Zn)P/ZnS/DDT core/shell nanoparticles tuned by the 
reaction temperature b) Evolution of the fluorescence quantum yield (QY) percent and the 
FWHM of the spectra with respect to the emission wavelengths (increasing core reaction 

temperature resulted in red-shift in fluorescence maxima - from left to right).  Highly 
concentrated samples were deliberately prepared to exhibit fluorescence colors under daylight 

and UV-light illumination.

The point of the incorporating of Zn ions into InP crystal was to reduce structural 

strain caused by lattice mismatch between InP core and ZnS shell layer147, 148.

Incorporated Zn ions alleviate the lattice tension149 between the core and the shell layers.  

The successful growth of the ZnS ensures higher quantum yields for the alloyed 

nanoparticles. Atom c % of the elements for In(Zn)P core nanopart cles was determ ned 

by SEM-EDS measurements and prov ded in Table 3.5. 
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Table 3.5. Alloy compositions and particle diameters of core In(Zn)P nanoparticles synthesized 
at different reaction temperatures, analyzed by SEM-EDS and DLS measurements. 

The reaction 
temperature Core type

Atomic %
Size 
(nm)

P Zn In In/
(In+Zn)

Zn/
(In+Zn)

Zn/I
n

150 °C In0.18Zn0.82P 15.8 69.3 14.9 0.18 0.82 4.7 5.6
160 °C In0.19Zn0.81P 16.9 67.6 15.6 0.19 0.81 4.3 8.7
170 °C In0.21Zn0.79P 14.4 67.6 18.1 0.21 0.79 3.7 10.1
180 °C In0.23Zn0.77P 29.3 54.8 16.0 0.23 0.77 3.4 11.6
200 °C In0.18Zn0.82P 21.9 64.1 14.0 0.18 0.82 4.6 13.5

Figure 3.10 demonstrates that the fract ons of Zn and In n the alloy were not 

vary ng w th the react on temperatures. The alloy compos t on of the core rema ned 

unchanged by the react on temperature. Th s f nd ng suggested that the red-shifted spectra 

(absorption and photoluminescence) were tuned by the particle size rather than the alloy 

compos t on. S nce the on c rad us of In3+ (80 pm) s not s gn f cantly larger than the 

on c rad us of Zn2+ (74 pm)150, t was demonstrated that keep ng react on t me f xed the 

react on temperature s an effect ve parameter to tune the part cle s ze and to regulate 

spectral propert es of In(Zn)P nanopart cles. 

Figure 3.10. Variation of Zn and In fractions of the nanoparticles as a function of the reaction 
temperature, determined by SEM-EDS measurements. The compositions of the core 

nanoparticles remained constant. 
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In general, the react on t me s preferred to tune part cle s ze keep ng the react on 

temperature constant. H gher react on temperatures d d not alter the z nc blende crystal 

structure of In(Zn)P/ZnS/DDT core/shell nanopart cles (Figure 3.11), ver f ed by the 

dent cal XRD patterns151.  The (111), (220), and (311) planes shown n Figure 3.11 were 

between the reference l nes of InP (JCDS 32-452) and ZnS (JCPDS 77-2100).

Figure 3.11. XRD patterns of In(Zn)P/ZnS core/shell nanoparticles grown at different reaction 
temperatures. Black and blue colored vertical lines at the bottom of the Figure were added as the 
reference lines for InP and ZnS, respectively. The XRD patterns of the core nanoparticles were 

provided in the supplement. 

Real-time, in-situ PL spectra measured by Ocean Optics fiber-optic spectrometer 

were used to monitor the impact of the DDT coating on the fluorescence spectra. The 

bifurcated fiber optic probes inserted in the batch reactor shown in Figure 3.12.a was used 

to excite nanoparticles at 405 nm and to collect fluorescence emissions with an integration 

time of 100 milliseconds. Figure 3.12.b shows the time evolved fluorescence spectra of 

the nanoparticles with and without ZnS and DDT layers combined. The fluorescence 

intensity of the DDT coated nanoparticles was further monitored over 35 days to 

demonstrate the stability of nanoparticles (Figure 3.12.c.).  
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Figure 3.12. a) Photograph of the reaction set-up allowing in-situ and real-time fluorescence 
measurements and b) in-situ fluorescence spectra recorded by Ocean Optics fiber-optic 

spectrometer using bifurcated fiber optic probe. c) The time-evolved fluorescence spectra and 
improved photostability of the nanoparticles with and without DDT coating.

The addition of inorganic and organic layers significantly improved fluorescence 

emission intensity. The quantum yields of nanoparticles were significantly increased by 

the addition of DDT in the last step of the reaction because it provides an organic shell 

layer to passivate surfaces and increase particle stability152, 153. It was also observed that 

the peak position and shape of fluorescence spectra during the shell layer formation did 

not change. The unchanged spectral features confirm that the fluorescence emission is 

due to the electron-hole pairs (excitons) confined in the nanoparticle core154. The DDT 

coating increased fluorescence intensity by enabling surface passivation of the core/shell 

alloyed nanoparticles155. Since DDT has a relatively shorter alkyl chain, the steric 

hindrance is less than the other mostly used organic ligands, and thereby higher surface 

coverage of DDT may be established to prevent photodegradation of the nanoparticles 

(Figure 3.13). A slight blue shifting in fluorescence spectrum after DDT addition was 

observed and attributed to ion exchange between smaller S2- ions from DDT and larger 

P3- ions in the nanoparticle156. 
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Figure 3.13. a) Absorption and b) photoluminescence spectra of nanoparticles before and after 
DDT. Photoluminescence spectra of c) Sample A (non-coated with DDT, core rxn temp:170 °C) 

and d) Sample B (coated with DDT, core rxn temp:170 °C) at different days.

FTIR spectra of DDT remnant in solution and adsorbed onto InP/ZnS nanoparticle 

surfaces were shown in Figure 3.14. The bands at 2985, 2930, and 2860 cm-1 are assigned 

to C-H stretching, and the band at 1467 cm-1 is assigned to CH2 bending157. The absence

of the band at  2565 cm-1 indicating the stretching vibration mode of S-H (shown with a 

circle) proved that the DDT ligand was bound to the nanoparticle surface successfully158, 

159. It is assumed that DDT molecules are bonded to In or Zn atoms on the nanoparticle 

surface through its sulfur atom. The sharpness of the C-H stretching and CH2 bending 

modes suggests synchronized in-phase vibrations, inferring that DDT molecules are very 

well aligned on the surfaces, and reducing defects and dangling bonds that increased 

quantum yields. 
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Figure 3.14. FTIR spectra of remnant DDT and In(Zn)P/ZnS nanoparticles coated with DDT. 
The circled area at 2565 cm-1 is the SH vibrational mode, which is diminished after DDT 

bounded to the nanoparticle surfaces. 

3.3.2. Creating Luminescent Security Label with In(Zn)P/ZnS Particles 

by Screen Printing 

In(Zn)P/ZnS/DDT colloidal nanoparticles were used as pigments for ink formula 

to create security patterns, by exploiting their brighter fluorescence, increased bond 

strength by the alloy formation, and lower cost compared to the rare earth materials. Rare 

earth elements based inks have been used in security patterns for anticounterfeiting112, 113, 

160, 161. Due to the high cost of the rare earth materials, security ink made with them may 

not be feasible for anticounterfeiting applications. The amount of fluorescent material is 

the key factor to formulate ink. Generally, high amount (5-25%) of fluorescent material 

was required to formulate ink28, 137, 162. However, a significantly low amount (0.1-0.2% 

v/v) of highly fluorescent In(Zn)P/ZnS/DDT were used to formulate the security ink.

When it is compared with the amount of fluorescent materials required in other studies, 

it is estimated that the printing cost would be approximately 250 times less due to the 

lower cost of In and lower amount of nanoparticle required to make ink. 
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Fluorescent security ink formula was developed by uniformly dispersing as-

synthesized In(Zn)P/ZnS/DDT nanoparticles in varnish/toluene mixture. Since the 

nanoparticle is highly luminous, therefore, very low amount of nanoparticle about 0.2 % 

v/v can be utilized to formulate low-cost ink. This ink was used to print a security pattern, 

a logo, on a nonluminous paper to demonstrate that the ink developed may be qualified 

for authenticating documents. All printed patterns were dried naturally under ambient 

conditions. The photographs illustrated screen printing security patterns on various 

substrates shown in Figure 3.15.  

Figure 3.15. Photograph of the screen printing device.

The patterns were barely observable on the paper substrate under daylight (Figure 

3.16) because the concentration of ink containing In(Zn)P/ZnS/DDT was very low. 

However, because of the high brightness (equal to QY* ) of the nanoparticles, the 

security patterns with various fluorescence colors were easily observable under UV light 

(Figure 3.16). The In(Zn)P/ZnS/DDT nanoparticles may emerge as a fluorescent pigment 

in the security ink that is observable just under UV light143. Fluorescent security patterns 

can be created with different printing techniques163-166, however, the security level will 

be lowered if the patterns are visible under UV light illumination. Since security patterns 

could be easily reproduced by using fake fluorescent materials having similar spectral 

properties, an additional level of security feature should be added for enhanced 

authenticity. 
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Figure 3.16. The photographs of security patterns created by the inks printed on papers under 
daylight and UV light. The emission wavelengths of the nanoparticles in the ink formula were 

given under the photographs.  The concentration of the ink is % 0.2 v/v, allowing visible 
fluorescent patterns. 

A f ber spectrometer was used to collect em ss on spectra or g nated from the 

secur ty patterns pr nted on the papers. The fluorescence spectra of the secur ty patterns 

pr nted on paper substrate us ng nks w th and w thout In(Zn)P/ZnS/DDT nanopart cles 

were evaluated. Wh le unpr nted parts of the paper had almost no em ss on, the varn sh 

w thout the nanopart cles pr nted on the paper substrates showed ts spec f c broad 

em ss on at 494 nm (Figure 3.17). 

Figure 3.17. PL spectrum of the commercial varnish used.
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The fluorescent em ss on spectra of the nks n the range from 535 nm to 638 nm 

(shown n Figure 3.18) were collected by us ng a b furcated f ber probe. The spectral 

features were eas ly d st ngu shed n the pr nted patterns. 

Figure 3.18. The emission spectra of In(Zn)P/ZnS/DDT nanoparticles collected from the 
fluorescent security patterns printed on the paper substrates. A bifurcated fiber-optic probe 

coupled to a spectrometer (a photograph in the inset showing the fiber optic probe) was used to 
collecting emissions. The emission of varnish (given in Figure 3.17) was subtracted from all the 

collected spectra. All samples were excited at 365 nm.

The stereomicroscope images of the security patterns under daylight and UV light 

illumination were also provided shown in Figure 3.19. The patterns were invisible under 

daylight in all photographs. However, the patterns printed on the papers were easily 

observable under UV illumination. The homogeneity of the patterns indicates that 

nanoparticles are homogeneously distributed within the printed area.
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Figure 3.19. Stereo microscope photographs of the logos printed on paper. Photographs show 
logos without and with nanoparticles emitting at 550 nm and 602 nm, from the top to the bottom 

respectively. 

To commercialize security inks, it is desired that security labels/codes should be 

produced by a low-cost ink and verified by a simple technique. Generally, the color 

information of fluorescent inks is encoded by tagging an anticounterfeiting pattern 

embedded onto substrates. To enhance the security level for anticounterfeiting, either 

advanced materials and/or techniques should be developed for verification of 

authenticity. Dual-excitation wavelength materials were used, so the security pattern 

could be excited at two different wavelengths28, 57, 167. QR codes printed on products are 

also used as identification through reading by a device114. However, since these codes can 

be completely duplicated, it lowers the security level. When an original QR code and a 

copied code are placed side by side and scanned by a smartphone, it will be very hard to 

identify which one is fake and which one is authentic. However, imitation can be made 

difficult to some extent when two different methods are applied. Herein, we developed a 

technology combining an optical device that reads novel security patterns/tags created 

with a specialty ink formula. Thus, unlike other studies, we can verify the security 
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patterns/codes with a device that has optical sensitivity beyond the visual inspection. To 

this end, cost-effective fluorescent ink contained indium-based nanoparticles are 

formulated, enabling very low amounts of nanoparticle are required in the ink. In addition, 

an optical device having an integrated light source and sensor is developed in house. In 

virtue of the novel security tags containing low amounts of nanoparticles, the ink 

fluorescence may not be noticeable or hardly observable under the UV light by visual 

inspection.  The concentration of the nanoparticles in the ink was reduced to 0.1 % v/v. 

In Figure 3.20.a-f, the security patterns/tags created under daylight and UV light were 

presented. An additional varnish layer has been applied onto the security printing, as a 

result, the security labels were not noticed even with the naked eye. In this way, security 

labels that are difficult to distinguish even under daylight have been created. In addition, 

fluorescent security patterns with distinct colors under UV illumination were not 

distinguishable due to the low concentration of nanoparticles in the ink. Herein, we used 

a fiber optic based optical device (Quantag Sensor) that was employed to detect 

fluorescent emissions of the ink (Figure 3.20.g). The fluorescence intensities of the inks 

with different colors were detectable by Quantag sensor, shown in Figure 3.20.h, but 

invisible by visual inspection (Figure 3.20.a-f). Quantag sensor is highly sensitive, 

convenient, and specific to predetermined wavelength compared to a fiber-optic 

spectrometer. These features add an extra security level for anticouterfeiting efforts. The 

fiber-optic spectrometer collects all the emissions including ink, varnish and substrates 

and cannot sort out the origin of the signals coming from different sources like the 

nanoparticles or varnish. However, since the Quantag sensor exploits emission filters, the 

predetermined emissions may be employed as a higher level security code. The reduced 

ownership operational costs and wavelength selectivity are also the advantages of the 

Quantag sensor compared to a commercial fiber-optic spectrometer, on top of being 

handy.  

The photostability of the ink (% 0.1 v/v) embedded on the paper substrate was 

monitored for 21 days by the Quantag sensor. The fluorescence of the security patterns 

monitored provided that the intensities of the patterns unchanged, shown in Figure 3.20.h.

The reduction in the intensity of the red-emitting ink (638 nm) may be explained by some 

sort of environmental effects on the nanoparticles emitting in this wavelength.
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Figure 3.20. a-f) The security patterns created with fluorescent inks with and without 
nanoparticles printed on paper substrates.  The nanoparticle concentrations are provided under 

the photographs.  The security patterns were barely visible under daylight and slightly 
observable when illuminated by UV light by visual inspection. g) The photograph shows 

Quantag sensor having fiber optics having an integrated laser for excitation and collecting fibers 
as a part of optical readout unit. h) The intensity of fluorescent inks (% 0.1 v/v) monitored by 

the Quantag sensor for 21 days, demonstrating the photostability of security patterns printed on 
the paper substrates.  The inset in (h) shows emission colors of highly concentrated inks. 

To understand the effect of substrate on the security pattern, the inks were applied 

to various substrates. The thickness of the patterns screen-printed on polymer and glass 

substrates was measured by an optical profilometer (Figure 3.21). The thickness of the 

patterns was about 4.5 μm. These measurements confirmed that the security patterns form 

a thin film containing nanoparticles distributed homogeneously on the printed part of the 

substrates. The particle sizes have no effect on the film thickness.  
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Figure 3.21. Thickness measurements of screen-printed glass substrates with and without QD 
incorporation by optical profilometer. 

The confocal images are given in Figure 3.22 show some parts of the logo patterns 

printed on the polymer and glass substrates. The logos were observable on the glass and 

polymer surfaces. These confocal images showed that the logo patterns were 

homogeneously printed on the substrates.  
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Figure 3.22. Confocal images of a part of the printed logos, excited by the Hg lamb, on both 
glass and polymer substrates.  The reaction temperature and the emission wavelengths are 

provided on the left side of each photograph. The objective is 4x and the scale bar embedded in 
each image is 200 μm. Homogeneous distribution of the nanoparticles dispersed in the varnish 

are clearly seen. 

In Figure 3.23, the logos printed with red fluorescent ink were imaged by using 

different objectives. For both polymer and glass substrates, the logos were imaged by 

using two different emission filters: A channel labeled as polymer channel collecting the 

emission/scattering coming from the varnish and substrate, and the channel labeled as QD 

channel collecting the fluorescent emissions of the nanoparticles. These images verify 

that the nanoparticles are homogeneously dispersed in the ink and uniformly printed on 

the substrates. 
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Figure 3.23. Photographs of the part of logo patterns printed with inks containing the red-
emitting nanoparticles, emitting at 638 nm on the polymer and glass substrates. The images 
were taken by a confocal microscope with Hg lamp and red emission filter, using different 

objectives, to verify the homogenous distribution of nanoparticles. 

3.4. Conclusion 

Highly fluorescent In(Zn)P/ZnS/DDT core/shell colloidal nanoparticles are 

synthesized for anticounterfeiting applications. The DDT organic shell enhanced the particle 

stability and fluorescence brightness. The nanoparticles were homogeneously dispersed in 

varnish to formulate colorless security inks. The formulated inks were utilized to create 

security patterns by applying screen printing techniques on various substrates including 

paper, polymer, and glass, demonstrating the capability of the ink for anticounterfeiting. The 

inks are transparent in the daylight, but strongly luminous in five different colors under UV 

light illumination. The security patterns created on the substrates are slightly visible in the 

daylight but almost colorless under UV-light when the concentration of the nanoparticles was 

dropped to 0.1 % v/v. By using a lower amount of nanoparticles, the formula cost of the ink 

is substantially reduced. The invisible fluorescent inks as the security codes that cannot be 

perceived by visual inspection are clearly detectable by a handheld, low-cost optical device 

(Quantag sensor) that is developed in-house. The Quantag sensor is highly sensitive and 

selective to predetermined ink colors. The spectral information of the security patterns 

identified by the Quantag sensor is validated by a commercial fiber optic-based spectrometer. 

However, the Quantag sensor has an advantage to fiber-optical spectrometer, providing 
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wavelength selectivity using narrow bandwidth emission filters. In summary, an 

anticounterfeiting technology is developed by combining invisible fluorescent inks with a 

hand-held, low-cost optical device to validate authenticity. 
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CHAPTER 4 

4.GENERATING PHYSICALLY NON-CLONABLE 
SECURITY PATTERNS USING HEAVY-ATOM FREE 

NANOPARTICLES BASED INK AND A TWO-STEP 
VALIDATION METHOD FOR AUTHENTICATION 

4.1. Introduction 

Counterfeiting is a global problem that causes significant economic losses and 

poses serious threats to society168. Although most of the products and printed documents 

(passport, ID card, etc.) are tried to be protected by anticounterfeiting techniques such as 

fluorescent, thermal modification, plasmonic labels, holograms or watermarks169, the 

global economic loss due to product counterfeiting is expected to reach approximately 

USD 1.82 trillion in 2020170. Commonly used such anticounterfeiting methods offer low 

complexity and high predictability; it means that counterfeiters can easily copy the 

produced labels. To combat counterfeiting, making unclonable tags and using stochastic 

processes for this is the most appropriate way to follow. Physically non-clonable 

functions (PUFs) based on uncertain random structures offer advanced security 

techniques and are easy to generate, but difficult to regenerate because they rely on 

random irregularities of the object39. Therefore, it is the cornerstone of secure information 

sharing and an ideal method to prevent counterfeiting. 

To prevent counterfeiting, a database is created with PUF tags, and then when the 

label on the product or document is read and the reading is searched in the database, it is 

determined whether a product is original. 

In the literature, many publications using different methods and materials have 

been widely reported to prevent counterfeiting13, 46, 50, 51, 63, 160, 171-173. In recent years, it 

has been observed that PUF codes have been created using luminescent/fluorescent 

materials such as luminescent rare-earth materials and CdSe nanoparticles, which exhibit 

hidden patterns when exposed to UV light, to prevent counterfeiting42, 45. This random 

feature that prevents cloning will be achieved by distributing quantum dots within the 
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pattern by the inkjet printers. The quantum dots that are not visible to the naked eye can 

be detected in the security pattern with a fluorescent microscope. However, safety 

patterns based on rare earth materials severely limit scaled production due to high cost, 

while Cd-based quantum dots will be not usable due to toxicity120. In addition, the 

verification techniques used are expensive and impractical, as specialized microscopes 

are often used45, 171. In different studies, PUF tags, which consist of randomly arranged 

nanofibers that can be similarly detected using fluorescence microscopy, have been 

mentioned43, 44. Here the randomness is due to the angles at which the nanofibers grow 

and the coordinates of their end points. The suggested PUF labels, on the other hand, are 

made of complex organic molecules that can be difficult to mass-produce in bulk and 

have limited physical stability. Apart from these studies, a quantum dot-based fluorescent 

counterfeiting tag with physically non-clonable patterns that can be solved with powerful 

artificial intelligence (AI), which offers a simple recognition technique, was reported. 

However, the toxicity of the quantum dots used will severely limit their widespread 

application of these security patterns120.

As a result, security techniques for anticounterfeiting are encountered which are 

either difficult to produce in terms of materials or recognition techniques are not practical. 

In this work, easy to manufacture but hard to reproduce even by the manufacturer; easy 

to read but impossible to guess; and we aimed to create PUF security codes that cannot 

be cloned. For this, the electrospinning technique, which is widely used in the literature 

to obtain polymer fibers and droplets, was used. Electrospinning provides a convenient 

and cost-effective way to manufacture polymeric fibers and droplets that have high 

surface area, uniform diameters and various composition174. In a typical electrospinning 

technique, a high voltage is delivered to a polymer droplet suspended at the tip of a 

syringe needle175. A charge builds upon this droplet, and when this charge overcomes the 

surface tension of the solution, the droplet expands and forms a Taylor cone176. The 

solution expelled from the Taylor cone's tip travels through the air to its target medium, 

where it collects as a nonwoven fiber mat or droplets. The size of the fibers or droplets is

depended on electrode potential and distance between the electrodes177, 178. The major 

advantage of this technique is a simple, inexpensive and fast synthesis method to fabricate 

high purity fibers and is the potential of producing nano/micro scale diameter fibers or 

droplets, resulting in structures with a high surface area to mass ratio. 
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Also, here it was decided to use carbon-based and indium-based quantum dots due 

to their unique fluorescence properties to create non-repeatable security tags. Non-

repeatable patterns resulting from the random location of the fibers and droplets and their 

fluorescent colors provided unique security codes suitable for anticounterfeiting 

purposes. With the codes developed, we aimed to create a unique fingerprint on the 

product or document and prevent counterfeiting. In order to check the accuracy of the 

unique security codes created within the scope of this study, the PUF response extracted 

from the random model was used to encode the identifier. A code was written in Python 

using OpenCV for verification. The identifier decoded during validation is compared with 

that stored in the database to determine the authenticity of the product. The fact that each 

image obtained is different from the other shows that the security codes created on the 

substrate are not reproducible and can be easily separated from each other. 

4.2. Experimental 

4.2.1. Materials  

Polyvinyl alcohol 87-90% hydrolyzed (Mw 30000-70000 g/mol) and Polyvinyl 

alcohol 88% hydrolyzed (Mw 85000-120000 g/mol) were purchased from Sigma Aldrich. 

Commercially available polyacrylonitrile (PAN) (Mw: 120000-140000 g/mol) was used. 

N,N-D methylformam de (≥99.8% ) (DMF), and D methyl sulfox de (≥99% ) (DMSO) 

were purchased from Merck. 

4.2.2. Random Droplet Patterns by Electrospraying Process  

4.2.2.1. Patterns generated with Carbon-based nanoparticles  

1% wt PVA solution to contain 1000 ppm blue luminescent carbon particles was 

prepared. Firstly, the solid particles cleaned and dried after the reaction were dispersed in 

20 ml water at a concentration of 1000 ppm. Then 0.2 g of PVA was added and mixed 

during 3 hours. Thus, 1% wt PVA solution containing blue luminescent carbon particles 

was prepared. For electrospraying process, the voltage is 20 kV and the distance between 
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the syringe and the metal collector was changed from 5 to 15 cm. The feed rate was 

changed from 0.2 to 1 ml/hour using the microsyringe pump. 

Then, 1% wt PVA (Mw:30000-70000) solution with including green 

luminescent carbon particles was prepared in the same way. For electrospraying process, 

the voltage is 20 kV and the distance between the syringe and the metal collector was set 

to 5 cm. However, the feed rate was kept constant at 0.1 ml/hour using the microsyringe 

pump. 

4.2.2.2. Patterns generated with In(Zn)P/ZnS/DDT nanoparticles  

In(Zn)P/ZnS/DDT nanoparticles were dispersed in 2 wt.% PAN/DMF solution 

and mixed for 3 hours at 60°C. The nanoparticle concentration in the polymer solution 

was adjusted to 2500 ppm. Prepared QD-polymer solution was loaded into a plastic 

syringe to carry out the electrospraying process at different applied voltages (from 8 kV 

to 20 kV) to the tip of a syringe needle. The syringe's distance from the metal collector 

was fixed at 5 cm. The feed rate was changed from 0.1 to 0.4 ml/hour using the 

microsyringe pump.

4.2.3. Random Droplet/Fiber Patterns by Electrospinning Process  

4.2.3.1. Patterns generated with Carbon-based nanoparticles  

15% wt. PVA (Mw: 85000-120000) solution to contain 500 ppm green and 1000 

ppm blue luminescent carbon particles was prepared. Firstly, the carbon particles were 

dispersed in 20 ml water. Then 3 g PVA was added and mixed during 3 hours at 60 °C. 

Thus, 15% wt. PVA solution containing luminescent carbon particles was prepared. For 

electrospinning process, prepared QD-polymer solution was loaded into a plastic syringe 

and the different voltages applied (from 8 kV to 15 kV). The syringe's distance from the 

metal collector was fixed at 10 cm. The feed rate was kept constant at 1 ml/hour using the 

microsyringe pump.  
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4.2.3.2. Patterns generated with In(Zn)P/ZnS/DDT nanoparticles  

In(Zn)P/ZnS/DDT nanoparticles were dispersed in 15 wt.% PAN/DMF and 15 

wt.% PAN/DMSO solution and mixed for 3 hours at 60°C. The nanoparticle 

concentration in the polymer solution was adjusted to 2500 ppm. Prepared QD-polymer 

solution was loaded into a plastic syringe to carry out the electrospinning process at 

different applied voltages (from 8 kV to 20 kV) to the tip of a syringe needle. The 

syringe's distance from the metal collector was fixed at 20 cm. The feed rate was kept 

constant at 1 ml/hour using the microsyringe pump.  

4.2.4. Characterization 

Photoluminescence (PL) spectra of droplet/fiber patterns were measured with 

USB2000 fiber-optic-based spectrometer (Ocean Optics Inc., Dunedin, FL, USA) (Quantag 

Nanotechnologies). Photographs were taken with I-phone SE mobile phone (Quantag 

Nanotechnologies). Images of the droplet/fibers were taken by ZEISS Axio Zoom V16 

Microscope equipped with Axiocam 208 Color camera (IYTE). 

4.3. Results and Discussion 

4.3.1. Creating Physically Unclonable Security Patterns  

Fingerprints are widely used in personal identification due to their intrinsic 

uniqueness179, 180. Based on this fact, we created security patterns that are not possible to 

copy but can be easily produced with a low-cost process. The security patterns can be 

easily produced on different substrates by using the electrospinning technique. 

Electrospinning is a random process that creates unique patterns that are impossible to 

reproduce even by the manufacturer. This non-repeatability is critical in assuring the non-

clonability of anticounterfeiting tags, as well as the security level and capacity that goes

with it. The luminescent nanoparticles were dispersed in the polymer solution and then 

random droplet/fiber structures were created using the electrospinning technique. Here, 

two-stage security was presented thanks to the random formation of droplet/fiber
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structures. Figure 4.1 schematically depicts the developed two-step security technology 

for anticounterfeiting. The first step is to check the spectral information (PL emission 

profile) of the nanoparticles with a simple hand-held spectrometer, and the second is to 

validate the pattern created and stored in a database. By the verification to be taken in 

both steps, a security barrier that is very difficult to overcome against counterfeiting will 

be placed on the document or product. Moreover, it is proposed that the security patterns 

can be detected with a simple and easily accessible device such as a smartphone, instead 

of nonpractical imaging techniques such as electron and fluorescence microscopies 

demonstrated in the literature for verification. 

Figure 4.1. Random pattern generation and two-step optical validation for anticounterfeiting 
technology. 

4.3.1.1. Generating Random Droplets with Carbon-based Nanoparticles 

At this stage, it is aimed to create unique codes in the form of droplets on different 

substrates such as metal, paper and polymer, using luminescent carbon-based particles 

and polyvinyl alcohol.  

Electrospraying, also known as electrodynamic spraying, is a widely used 

technique for creating droplets in biomedical and chemical applications and is considered 

an effective approach to depositing micro- and nano-sized small droplets on the substrate 

via an electric field181, 182. In addition, the method has several benefits such as simple 

device setup and low cost. This will also allow high-scale production of random droplet

production, which is aimed to be used for security labels in the study. The size and 
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morphology of electrospray particles can be controlled by factors related to polymer 

solutions (eg, concentration, shear viscosity, polymer molecular weight, solvent) and by 

electrospray process parameters (eg. electric potential difference, distance between 

needle tip and collector flow rate )183.  

In this study, random droplets were created to be used as a security label by 

changing the flow rate and the distance between the collector and the needle tip. In 

addition, the polymer concentration was kept very low in order to avoid the formation of 

fibrillar structure. To perform the electrospraying process, the prepared solution was 

loaded into a plastic syringe and 20 kV voltage was applied to the tip of a needle of 

syringe to create droplets on the metal substrate with the electrospinning setup shown in 

Figure 4.2. The distance between the syringe and the metal collector was 5 cm. The 

feeding rate was kept constant at 0.2 ml/h using a microsyringe pump. We tried other 

electrospraying parameters for metal substrate (Aluminium foil) and summarized the 

results in Table 4.1.  

Figure 4.2. Electrospinning Setup.

Table 4.1. Electrospraying parameters to obtain random droplets.

Voltage 
(kV)

Flow rate
(ml/h)

D stance 
(cm)

Results

1% wt PVA 
(Mw:30000-

70000)
&

0.1% Blue 
lum nescent 
carbon dot

20 1.0 15 No spray ng

20 1.0 10 No spray ng

20 1.0 5 Spray ng, form ng 
b g droplets

20 0.5 5 Spray ng, form ng 
b g droplets

20 0.3 5 Spray ng, form ng 
b g droplets

20 0.2 5 Spray ng
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In Figure 4.3, it is shown that different security patterns can be created 

simultaneously on a large area thanks to the created mask. Here, a mask was created with 

aluminum foil, the areas targeted for spraying were left open. As seen in Figure 4.3,

droplets of different sizes and coordination were obtained. Here, electrospraying was 

performed with a single needle system to a large substrate area. Therefore, very small 

droplets were formed in some regions while large droplets were formed in some regions. 

Here, the use of multi-needle systems can facilitate control of droplet formation and 

distribution.

 

Figure 4.3. Random patterns as security codes generated on the paper substrate with 20 kV 
voltage and 0.2 ml/h flow rate.

The droplets can be even smaller than 100 nanometers in size, provided the 

appropriate parameters are provided184, 185. However, in this study, the droplets should be 

visible with a simple phone microscope, so it was more appropriate to obtain micron-

sized droplets. Figure 4.4 depicts that appearance of droplets randomly formed on the 

different substrates under daylight and UV light. As shown in Figure 4.4, even if the 

droplets are in micron size, there is no trace or stain on the marked place in daylight. It 

was looked at the marked area in detail using I-phone SE and smartphone microscope 

(60X) (Figure 4.5). The actual dimensions of the substrates are 3.5x3.5 cm, the field of 

view of the smartphone microscope used is 1.5 cm and polymer solution was sprayed to 

this area. The photographs were taken at 60X magnification. Actually, a small area in the 

middle of the marked area is monitored. This area corresponds to approximately 0.196 

cm2 due to the diameter of the microscope's point of view is 0.5 cm. While no figure is 

visible on the substrate when viewed in daylight, the droplets created with blue 
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luminescent carbon particles under UV light become visible. Thus, with the 

electrospraying method, high protection against counterfeiters can be provided due to a 

random and uncontrollable droplet pattern.

Figure 4.4. The droplet images obtained as a result of the electrospraying process with 20 kV 
voltage and 0.2 ml/h flow rate on the different substrates under daylight and UV light. Blue 

emitting (450 nm) carbon nanoparticles were used.

Figure 4.5. Smartphone microscope and an image captured with it. 

Electrospraying was applied on different substrates using carbon quantum dots, 

which green luminescent after the blue luminescent particles. Here, while the PVA/QD 

solution was being prepared, 500 ppm green luminescent particle was used since we knew

to color the paper substrate when applied at higher concentrations than 500 ppm. The 

reason for this is that the color of the product obtained after the reaction is dark. Therefore, 

electrospraying parameters have been updated so that no color or figure was visible on 

the paper substrate in daylight. In this study, when 20 kV voltage and flow rate of 0.2 



                                                                                                                          67 

ml/h was applied to the tip of a needle of syringe, it was observed that the droplet sizes 

were large and left a yellowish color on the surface of substrate. When the flow rate was 

changed to be 0.1 ml/h, it was observed that the size of the droplets formed was reduced 

and no color appeared on the surface of substrate in daylight (Figure 4.6). Therefore, for 

this application, the appropriate flow rate was decided to be 0.1 ml/hour.

Figure 4.6. The droplet images obtained as a result of the electrospraying process with 20 kV 
voltage and 0.2 ml/h and 0.1 ml/h flow rate on the paper substrate under daylight. Green 
emitting (532 nm) carbon nanoparticles were used. The large yellowish droplets on the 

substrate, which are visible in daylight, are circled in red.

Figure 4.7 shows that the droplets obtained on different substrates have different 

sizes and coordination.
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Figure 4.7. The droplet images obtained as a result of the electrospraying process with 20 kV 
voltage and 0.1 ml/h flow rate on the different substrates under daylight and UV light. Green 

emitting (532 nm) carbon nanoparticles were used. 

4.3.1.2. Generating Random Droplets with In(Zn)P/ZnS/DDT 

nanoparticles 

At this stage, it was aimed to generate unique patterns having droplets on different 

surfaces such as metal, paper and polymer, using luminescent indium-based particles and 

polyacrylonitrile. 

The morphology of the electrospray object, i.e. the droplets, is determined by the 

viscosity of the solution186. Generally, electrosprayed micro-droplets are produced with 

low viscosity, unlike electrospun fibers that need the use of a higher viscosity solution. 

In this study, low viscosity PAN/DMF (Mw:120000-140000) solution was prepared to 

contain different color luminescent InP particles to obtain random droplet patterns.  

Firstly, 2 wt% PAN/DMF solution was prepared including green luminescent particles to 

decide electrospraying parameters. 

Table 4.2 shows the studies performed with different electrospray parameters to 

obtain randomly distributed droplets on the metal substrate. Here, the size of the droplets 

has been tried to be adjusted by many controllable parameters, i.e. applied voltage, 

syringe feed rate and distance between needle tip and collector. 
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Table 4.2. Electrospraying parameters to obtain droplets “only patterns” on the metal substrate. 

Voltage 
(kV)

Flow rate
(ml/h)

D stance 
(cm) Results

2% wt PAN 
(Mw:120000-

140000)
&

2500 ppm
InP based 
part cles

8 0.4 5 Rare and b g droplets

12 0.4 5 Spray ng, form ng b g 
droplets

15 0.4 5 Spray ng, form ng b g 
droplets

18 0.4 5 Spray ng

20 0.4 5 Spray ng

20 0.3 5 Spray ng, form ng 
small droplets

20 0.2 5 Spray ng, form ng 
small droplets

20 0.1 5 No spray ng

Figure 4.8 shows that the images of the patterns obtained at a constant flow rate 

and different voltage values under daylight and UV light. According to Figure 4.8, it was 

decided that the optimum voltage value for 0.4 ml/h flow rate is 20 kV. Also, it was 

observed that the droplet sizes increased at lower voltage values and fewer droplets fell 

into the area. We observed that the applied voltage has a significant impact on the polymer 

droplet diameter, and that as the applied voltage increases, the droplet diameter decreases. 

As the applied voltage increases, the polymer droplet diameter decreases. Besides, 

increasing the applied voltage not only significantly reduces the particle size, but also 

expands the particle size distribution187. 



                                                                                                                          70 

Figure 4.8. The droplet images obtained as a result of the electrospraying process performed at 
different voltages on the metal substrate of the 2 wt% PAN/DMF solution prepared with 

luminescent particles at 535 nm.

Different flow rates were tested after determining the voltage value as 20 kV for 

obtaining droplets on the substrate using 2 wt% PAN/DMF solution. Figure 4.9 contains 

patterns obtained with different flow rates. When the flow rate was reduced to values less 

than 0.4 ml/h, it was observed that the droplets formed on the substrate became unsuitable 

for image processing and even no droplets came to the substrate at a flow rate of 0.1 ml/h. 

It was observed that the droplet sizes increased when the flow rate was increased to 1 

ml/h. As a result, it was observed that the most suitable parameter to create droplets on 

the substrate is 20 kV voltage and 0.4 ml/h flow rate. 

Figure 4.9. The droplet images obtained as a result of the electrospraying process performed at 
different flow rate on the metal substrate of the 2 wt% PAN/DMF solution prepared with 

luminescent particles at 535 nm.

After determining the electrospraying parameters to create security patterns 

containing random droplets on the substrate, electrospraying was applied to various 

substrates by using yellow and red luminescent particles. In Figure 4.10 and Figure 4.11,
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it is shown that security patterns consisting of randomly distributed droplets can be 

created on different substrates (metal, cellulose paper, coated paper and polymer). 

Figure 4.10. The droplet images obtained as a result of the electrospraying process performed 
on the different substrate with the 2 wt% PAN/DMF solution (yellow luminescent particle-573

nm). 

Figure 4.11. The droplet images obtained as a result of the electrospraying process performed 
on the different substrate with the 2 wt% PAN/DMF solution (red luminescent particle-638 nm). 

To summarize, water-based and solvent-based polymer droplets that are not 

noticeable in daylight, but emitted in which the pattern created under UV light is visible, 

have been successfully sprayed on different substrates. However, due to the small number 

of random droplets obtained in the marked area, the wavelength of the luminescence from 
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the particles could not be determined. Therefore, the two-stage protection targeted in this 

part of the study cannot be achieved. However, the resulting randomness will still provide 

significant protection against counterfeiters on the product or document. Apart from this, 

in the in-product labeling of tablets against drug counterfeiting, fluorescent micron sized 

electrospun fibers have been proposed. It was mentioned that the codes in the fibers 

applied to the surface of the tablet can be easily resolved using a fluorescent microscope62.

However, the need for a fluorescent microscope will make practical application difficult. 

Therefore, random droplets of micron size on drug tablets that can be viewed with a 

simple mobile phone, as in this study, will offer great flexibility in practical applications. 

In addition, with this simple and easy to scale strategy, desired solutions for in-product 

labeling of drugs can be offered. Thus, this problem can be avoided, particularly in 

underdeveloped nations where a large number of people are affected by low-quality 

counterfeit pharmaceuticals. 

4.3.1.3. Generating Random Droplet/Fiber Based Security Patterns with 

Carbon-based Nanoparticles 

Here, the real target of the study was mentioned. In this section, it was tried to 

create security patterns consisting of fiber and droplets to make it impossible to copy 

security patterns. It is not possible to copy random fibers created by electrospinning 

technique in the same way. Electrospinning, also known as electrostatic spinning, is a 

straightforward method for producing fibers from a wide range of polymers and 

composite materials174. The procedure's simplicity enables for large-scale manufacture 

and widespread use. Firstly, the polymer solution containing 50 ppm particles at 20 wt% 

concentration was prepared. PVA (Mw 30000-70000) as the polymer was used. In this 

study, it was started with low particle concentration (50 ppm) as it should not be observed 

the security pattern in daylight. After mixing the particle and polymer solution 

homogeneously, we took it into a syringe. By applying different voltage values to the tip 

of the syringe needle, we tried to create non-repeatable security patterns consisting of 

droplets and fibers. Table 4.3 shows the electrospinning parameter to obtain droplet/fiber 

with different voltages.  
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Table 4.3. Electrospinning parameters to obtain droplet/fiber with different voltages.

Voltage 

(kV)

Flow rate

(ml/h)
D stance (cm)

20% wt PVA

 (Mw: 30000-70000)

&

Green lum nescent 

carbon dot (50 ppm)

8 1 10

12 1 10

15 1 10

Figure 4.12 shows the electrospinning results of the metal substrate with low 

molecular weight. According to Figure 4.12, droplet and fiber structures are observed. 

However, due to the low viscosity, fiber diameters were too thin to be distinguished at 

60X magnification. It was also observed here that the smaller droplets due to the increase 

in voltage. However, in this study, it is expected to detect with a simple microscope to be 

integrated into the phone in the fiber pattern besides the spectroscopic detection of 

luminescent particles. 

Figure 4.12. The fiber/droplet images obtained by the electrospinning process performed with 
the same parameters on the metal substrate with different voltages and 1 ml/h flow rate. The 

solutions were prepared with 20 wt% PVA/WATER (PVA Mw: 30000-70000).
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The polymer concentration is critical since it determines whether or not the fibers 

will electrospin. Due to low viscosity, it is well known that lowering the solution 

concentration or molecular weight reduces fiber diameter. The solution's viscosity acts as 

a counterweight to the electrostatic repulsion that causes the solution jet to stretch and 

thin188. It was proceeded to work with a greater molecular weight polymer for 

droplet/fiber creation because it was known that increased viscosity results in a greater 

fiber diameter regardless of the substance utilized. Therefore, 20 wt% PVA polymer 

solution with Mw of 85000-120000 was prepared and spinning was attempted. However, 

spinning could not do because the viscosity of the polymer solution is too high. Then, the 

polymer concentration was reduced to 15 wt% and electrospinning was performed at 

different voltages (Figure 4.13). According to Figure 4.13, it was observed that 

droplet/fiber pattern could be created. It is observed that a thicker coating was obtained 

on the substrate with a flow rate of 15 kV. This makes it difficult to distinguish the fiber 

pattern. It was decided that 8 kV and 12 kV voltage were appropriate. Shortly, increasing 

the solution viscosity caused the fiber diameters to increase. This is in general accordance 

with those reported in the literature189, 190. However, the droplet dimensions were smaller 

with 8 kV, and whether the optical response can be detected from these small dots is the 

question mark. Also, the low particle concentration used here will make it difficult to 

determine the optical properties of the luminescent particles. 

Figure 4.13. The fiber/droplet images obtained by the electrospinning process performed with 
the same parameters on the metal substrate with different voltages and 1 ml/h flow rate. The 

solutions were prepared with 15 wt% PVA/WATER (PVA Mw: 85000-120000). 
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Figure 4.14 shows the images of the coatings under UV light on the paper 

substrate using 50 ppm and 500 ppm particle concentrations (12 kV voltage and 1 ml/h 

flow rate). Accordingly, it was decided that increasing the particle concentration would 

be more suitable for taking the optical response, and studies were continued with 500 ppm 

particle concentration. 

Figure 4.14. The fiber/droplet images obtained by the electrospinning process performed with 
(a) 50 ppm and (b) 500 ppm particle concentration on the paper substrate with 12 kV voltage 

and 1 ml/h flow rate. The solutions were prepared with 15 wt% PVA/WATER (PVA Mw: 
85000-120000).

After increasing the particle concentration in the polymer solution, 

electrospinning was performed on different substrates. Figure 4.15 illustrates that the 

formed security patterns on the metal substrate. As a result of the electrospinning process 

with a voltage of 15 kV, it was observed that rarely large droplets were on the surface of 

the substrate. Figure 4.13 shows similarly large droplets. However, the low particle 

concentration was prevented it from being noticed in daylight. It is foreseen that the 

results obtained with 8 and 12 kV can be used as security patterns. 
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Figure 4.15. The fiber/droplet images obtained by the electrospinning process performed with 
different voltages and 1 ml/h flow rate on the metal substrate. The solutions were prepared with 

15 wt% PVA/WATER (PVA Mw: 85000-120000) and 500 ppm particle concentration. Red 
arrows point to large droplets on the substrate.

The droplet/fiber security patterns were tried to be created by electrospinning on 

the polymer substrate by using the same electrospinning parameters. As shown in Figure 

4.16, it was observed that the fiber pattern obtained with 12 kV voltage and 1 ml/h flow 

rate was showed green luminescence under UV light thanks to the presence of carbon 

particles in the polymer solution. By increasing the particle concentration, it was observed 

that not only the luminescent droplets but also the luminescent fibers. In addition, fiber 

patterns were clearly visible when the substrate was illuminated with daylight. 

Figure 4.16. The fiber/droplet images obtained by the electrospinning process performed with 
different voltages and 1 ml/h flow rate on the polymer substrate. The solutions were prepared 
with 15 wt% PVA/WATER (PVA Mw: 85000-120000) and 500 ppm particle concentration. 
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Images were collected by stereomicroscope to determine the average thickness of 

the fibers. The created fiber/droplet patterns on the polymer substrate were also imaged 

by stereomicroscope in different magnifications a) 20X, b) 60X and c) 180X. However, 

the fibers could not be measured with ImageJ due to their low thickness. In Figure 4.17,

a trend similar to Figure 4.16 was observed. It is observed that the substrate is 

homogeneously rich in fibers. 

Figure 4.17. The stereomicroscope images of green luminescent droplets/fibers in %15 
PVA/WATER at 8-12-15kV applied voltage. Random droplet/fiber patterns were observable in 

different magnifications at 20X, 60X and 180X. 

Finally, the droplet/fiber pattern was generated on the paper substrate.However, 

as seen in Figure 4.18, the fiber pattern obtained under daylight on the paper substrate 

can not be clearly observed due to the fibrous structure of the substrate. Unlike day light, 

the presence of droplet/fiber pattern was monitorized under UV light.
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Figure 4.18. The fiber/droplet images obtained by the electrospinning process performed with 
different voltages and 1 ml/h flow rate on the paper substrate. The solutions were prepared with 

15 wt% PVA/WATER (PVA Mw: 85000-120000) and 500 ppm particle concentration. 

Several groups stated that when the flow rate increases, the fiber diameter 

increases191-193. As a result of the increased volume and beginning radius of the 

electrospinning jet, bending instability is decreased, and fiber diameter increases194. In 

this study, electrospinning was performed at constant voltage (12 kV) and with different 

flow rates to obtain larger fiber diameters (Table 4.4). Figure 4.19 shows that the image 

of droplet/fiber patterns obtained on the metal substrate. According to Figure 4.19, it is 

observed that almost no fiber was obtained at a flow rate of 0.5 ml/h. Although there was 

no significant change in fiber diameter with increasing flow rate, droplet sizes were 

observed to increase. The large droplets that can be observed in even if daylight were 

obtained with the flow rate of 5 ml/h. The flow rate of 1 ml/h was found to be appropriate 

here. 

Table 4.4. Electrospinning parameters to obtain droplet/fiber with different flow rates.

Voltage 

(kV)

Flow rate

(ml/h)
D stance (cm)

15 % wt PVA 

(Mw:85000-120000)

&

Green lum nescent 

carbon dot (500 ppm)

12 0.5 10

12 1 10

12 3 10

12 5 10
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Figure 4.19. The fiber/droplet images obtained by the electrospinning process performed with 
12 kV voltage and different flow rates on the metal substrate. The solutions were prepared with 

15 wt% PVA/WATER (PVA Mw: 85000-120000) and 500 ppm particle concentration.  

Here, the spectral signature of the security models is shown. The Figure 4.20

shows the PL spectrum of green-emitting carbon nanoparticles excited at 415 nm 

(emitting at 532 nm as the original model) detected with a Ocean Optics fiber 

spectrometer.

Figure 4.20. PL spectra of the green luminescence droplet/fiber pattern on the substrate. 

After green luminescent particles, 15% wt PVA (Mw 85000-120000 g/mol)

solution was prepared to contain 1000 ppm blue luminescent carbon particles with stirring 
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during 3 h at 60 °C. Electrospinning was used to create fiber and droplets on the metal 

substrate by loading the prepared solution into a plastic syringe and applying voltage to 

the tip of a syringe needle. A distance of 10 cm was fixed between the syringe and the 

metal collector. Using a microsyringe pump, the feed rate was kept constant at 1 ml/h. 

Electrospinning parameters to obtain droplet/fiber on the metal substrate (Aluminum foil) 

are given in Table 4.5. 

Table 4.5. Electrospinning parameters to obtain droplet/fiber. 

Voltage 
(kV)

Flow rate 
(ml/h) D stance (cm)

15% wt PVA (Mw:
85000-120000)

&

0.1% Blue luminescent 
carbon dot

8 1 10

12 1 10

15 1 10

Figure 4.21 shows that fiber structures and droplets obtained on metal substrate 

(Al foil) under daylight and UV light. According to Figure 4.21, it is observed that the 

droplet dimensions were more homogeneous with 12 kV voltage and 1 ml/h flow rate. In 

addition to this, Figure 4.21 illustrated that less droplets were observed with 8 kV voltage 

and 1 ml/h flow rate. Also, at 15 kV, droplet sizes were observed to be more irregular and 

larger. 
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Figure 4.21. The fiber/droplet images obtained by the electrospinning process performed with 
different voltages and 1 ml/h flow rate on the metal substrate. The solutions were prepared with 
15 wt% PVA/WATER (PVA Mw: 85000-120000) and 1000 ppm particle concentration. Blue 

emitting (450 nm) carbon nanoparticles were used.

Figure 4.22 shows that the images of the pattern obtained on polypropylene (PP) 

substrate under daylight and UV light. Since the polymer was transparent and colorless, 

a black background was placed behind it while imaging to prevent light reflection and see 

the pattern. According to Figure 4.22, the droplet/fiber pattern can be formed on the 

substrate with 12 kV voltage and 1 ml/h flow rate.  Also as seen in Figure 4.23, the optimal 

voltage is 12 kV, because the presence of both droplets and fibers are clearly visible. In 

addition, the images obtained with the smartphone microscope and stereomicroscope 

from the patterns created at the same voltage values show similar droplet and fiber 

distributions at different magnification. 
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Figure 4.22. The fiber/droplet images obtained by the electrospinning process performed with 
different voltages and 1 ml/h flow rate on the polymer substrate. The solutions were prepared 
with 15 wt% PVA/WATER (PVA Mw: 85000-120000) and 1000 ppm particle concentration. 

Blue emitting (450 nm) carbon nanoparticles were used. 

Figure 4.23. The stereomicroscope images of blue luminescent droplets/fibers in %15 
PVA/WATER at 8-12-15kV applied voltage. Random droplet/fiber patterns were observable in 

different magnifications at 20X, 60X and 180X. 

Figure 4.24 gives the results of the study for the droplet/fiber production with 

different voltage parameters on the paper substrate. In these images, droplet formation at 

8 kV and 12 kV voltage could be clearly detected under UV light, but the polymer fiber 
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structures obtained could not be clearly detected even under daylight since the substrate 

(paper) itself consists of a fibrous structure. 

Figure 4.24. The fiber/droplet images obtained by the electrospinning process performed with 
different voltages and 1 ml/h flow rate on the paper substrate. The solutions were prepared with 
15 wt% PVA/WATER (PVA Mw: 85000-120000) and 1000 ppm particle concentration. Blue 

emitting (450 nm) carbon nanoparticles were used. 

In Figure 4.25, when excited with 365 nm, the PL spectrum of blue-emitting 

carbon nanoparticles (emitting at 450 nm as the original model) can be easily detected 

with the Ocean Optics fiber spectrometer. Thus, the spectral signature of the created 

droplet/fiber security patterns can be determined. 

Figure 4.25. PL spectra of the blue luminescence droplet/fiber pattern on the paper substrate. 
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4.3.1.4. Generating Random Security Patterns Based on Droplet/Fibers 

with In(Zn)P/ZnS/DDT nanoparticles 

Solvent plays a crucial role in electrospinning in terms of the properties of 

electrospun nanofibers. Solvents have various viscosity, conductivity, and evaporation 

times, as a result, the fiber formation and morphology of the fiber network may vary. The 

dipole moment determines the cohesive energy between polymer chains and solvents, 

whereas the dielectric constant measures the net charge deposited on the spherical droplet 

at the needle tip, which is a measure of fiber creation ease195. Therefore, solvents that 

have large dipole moment and high dielectric constant are preferred to adjust fiber 

diameter and number of droplets, and their size. N,N-D methylformam de (DMF), and 

dimethyl sulfoxide (DMSO), overall solubility parameters are 24.8 and 26.6 MPa1/2,

respectively, and Polyacrylonitrile (PAN) is well-soluble in both of the solvents196.

Therefore, in this study, we decided to carry out electrospinning studies using PAN 

dissolved in DMF and DMSO mixture containing InZnP/ZnS/DDT nanoparticles. 

The droplet/fiber pattern has been illuminated with 365-nm UV light and imaged 

with a smartphone having a 60X objective for magnification inserted in front of the 

camera of the smartphone (Figure 4.26).

Figure 4.26. Image of the pattern taken by smartphone microscope (60X objective 
magnification) under 365 nm UV light. 

Figure 4.27 shows the microscopic images of fiber/droplet combinations created 

by the electrospinning process. Fiber diameters increased noticeably due to the increased 

viscosity of polymer concentration197. Because the size of the Taylor cone may remain 

largely stable as the solution viscosity increases, PAN fibers with large diameters may be 

generated as the electric jetting becomes longer and thicker198. In addition to this, 
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increasing viscosity can cause higher chain entanglements among fibers, which obstructs 

the flow of the solution jet, thus increasing the fiber diameters. Using an electrospinning 

technique with a 15% PAN/DMF solution, the effect of increasing polymer concentration 

on fiber diameter was investigated (Figure 4.27).

Figure 4.27. The fiber/droplet images obtained by the electrospinning process performed with 
the same parameters on the metal substrate of the 10 wt% PAN/DMF and 15 wt% PAN/DMF 
solution. Increasing the polymer concentration increased the fiber diameters. Green emitting 

(535 nm) InZnP/ZnS nanoparticles were used.

By increasing the PAN concentration in DMF, the fibers became easily 

noticeable. However, image processing requires thicker fibers to obtain visible patterns

by a smartphone. Thicker fibers could be achieved by DMSO and n-methylpyrrolidone 

(NMP) solvents due to the properties of the solvents such as density, conductivity, 

dielectric properties, surface tension, and volatility199. Therefore, 15 wt% PAN solution 

was prepared with DMSO to have fibers with larger diameter. In Figure 4.28, the image 

of the thicker fibers in droplet/fiber structures obtained with DMSO is shown under 

daylight and UV light. Using DMSO rather than DMF provided easily observable fibers 

in the patterns that may be suitable for image processing. Additionally, upon varying 
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electrospinning parameters, a random distribution of luminescent droplets/fibers network 

is generated on the substrates, thus resulting in a unique fingerprint pattern that is 

unclonable.  

Figure 4.28. The fiber/droplet images obtained as a result of the electrospinning process with 
different voltages on the metal substrate. The solutions were prepared with 15 wt% PAN/DMF 

and 15 wt% PAN/DMSO. All the other parameters were kept constant. Green emitting (535 nm) 
InZnP/ZnS nanoparticles were used. 

DMSO affected not only the fiber thickness but also the droplet size. Figure 4.29 

shows the significant reduction in the droplet diameter when DMSO was used as a 

solvent.  The maximum diameter of the droplets was 80 μm for all applied voltages. On 

the other hand, when the solvent was DMF, the droplet diameter significantly depend on 

the applied voltage during the electrospinning process. Increasing the applied voltage for 
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15% PAN/DMF solution reduces the droplet diameter from 496 μm to 380 μm and 94 

μm for 8, 12, and 15 kV applied voltages, respectively.

Figure 4.29. Stereomicroscope images of the fiber/droplet images obtained as a result of the 
electrospinning process with different voltages on the metal substrate. The solutions were 
prepared with 15 wt% PAN/DMF and 15 wt% PAN/DMSO. The diameter of the droplets 

reduced depending on DMSO. All the other parameters were kept constant. Green emitting (535 
nm) InZnP/ZnS nanoparticles were used. 

After the optimization of the fiber thickness and droplet diameters, random 

droplet/fiber patterns were formed on diverse substrates such as metal, polymer, and 

coated paper (Figure 4.30). Creating the droplet/fiber patterns on paper substrates was 

challenging due to the surface tension of the coated paper used. Before the electrospinning 

process, small DMSO droplets were applied to the paper substrate to reduce the surface 

tension and to increase the adhesion of the fibers and droplets. After DMSO treatment the 

droplets’ contact angle on the papers reduced (Figure 4.31) and a random pattern was 

created on treated paper substrates (Figure 4.30).
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Figure 4.30. The fiber/droplet images obtained as a result of the electrospinning process 
performed on a) metal, b) polymer and c) the paper with the 15 wt% PAN/DMSO solution. 

Green emitting (535 nm) InZnP/ZnS nanoparticles were used. 
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Figure 4.31. Contact angle values in the untreated and treated paper (1: QD in toluene; 2: QD in 
15 wt% PAN/DMSO solution). 

The created fiber/droplet patterns were also imaged by a special stereomicroscope 

(Zeiss Axio Zoom) with different magnifications of 20X, 60X, and 180X. Figure 4.32 

depicts random droplet/fiber patterns obtained by electrospinning of nanoparticles in %15 

PAN/DMSO solution at 15 kV applied voltage. Similar images were collected by the 

stereomicroscope to determine the average thickness of the fibers. 60X and 180X images 

from the selected areas were shown in Figure 4.33. The average diameter of the fibers 

was determined by using ImageJ as 3.98 +/- 1.62 μm. As shown in the thickness 

histogram of the fibers (Figure 4.34), the maximum fiber thickness is around 6.3 μm. The 

overlapping of the fibers in some points appears like thicker fibers and results in higher 

values in the histogram. 

Figure 4.32. The stereomicroscope images of nanoparticles in %15 PAN/DMSO at 15kV 
applied voltage. Random droplet/fiber patterns were observable in different magnifications a) 

20X, b) 60X and c) 180X.
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Figure 4.33. Stereomicroscope images of the nanoparticles in 15% PAN/DMSO under different 
magnifications. Colored rectangles in 20X and 60X magnifications represent the selected areas  

focussed in 60X and 180X magnification, respectively.

Figure 4.34. Histogram of the fiber thicknesses measured from 180X magnification images in 
Figure 4.33. 

Security patterns were created on the treated paper substrate by applying various 

voltages from 8 kV to 20 kV. Figure 4.35 shows that there is no distinguishable difference 

in fiber diameters when the voltage is increased. The fiber thickness was also determined 

by the ImageJ program on the images obtained at various voltages. The histogram (Figure 
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4.36) of the fiber thickness confirms the same fiber diameters around 3–4 μm independent 

of the applied voltage.  On the other hand, the luminescent area under UV illumination 

increased significantly due to the amount of coating deposited on the substrate with the 

increasing amount of jet. At all applied voltages the coated paper substrates were invisible 

in daylight and the coating on the substrate was indistinguishable. 

Figure 4.35. The fiber/droplet images obtained as a result of the electrospinning process 
performed on the coated paper substrate with the 15 wt% PAN/DMSO solution (green, yellow 

and red luminescent particles). 
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Figure 4.36. Histogram of the fiber thicknesses with respect to different applied voltages.

Figure 4.37 illustrated the optical responses of InZnP/ZnS based nanoparticles 

with three different PL emission wavelengths obtained from the paper substrate.

Increasing applied voltage enhanced the emission intensity of the nanoparticles that after 

the 15 kV voltage characteristic PL peak was observed for each nanoparticle and 
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sufficient intensity was obtained to confirm the optical response. Increases in applied 

voltage to 18 kV and 20 kV did not improve PL intensity and resulted in emission 

intensities that were similar. These results confirmed that the whole surface of substrate 

was almost completely covered with luminescent droplet/fiber pattern at 15 kV and a 

further increase in the applied voltage created a thicker coating. 

Figure 4.37. PL spectra of a) green, b) yellow, and c) red-emitting nanoparticle included 
droplet/fiber patterns on the paper substrate at different voltages; d) Enhanced PL intensity with 

increased the applied voltage. The solution concentration was 15 wt% PAN/DMSO.

Here, we would like to demonstrate the wavelength dependency (spectral 

signature) of the security patterns created. In Figure 4.38, PL spectra of both the InP-

based nanoparticles (emitting at 638 nm – as the original pattern) and carbon dots 

(emitting at 666 nm – test pattern) were shown. Even if both patterns have red emission 

having different wavelengths, the spectral signature can not be distinguished with the 

naked eye. But the spectral differences could be easily detected with an Ocean Optics 

fiber spectrometer. Here, we see that the PL position of the non-original test model does 

not match with the original one. Thus, it can be said that the created security models work 

successfully. 
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Figure 4.38. PL spectra of the original pattern and counterfeiting pattern on the paper substrate. 
Both patterns emit red color under UV light as shown in the inset. 

In order to increase the difficulty of security codes, electrospinning process was 

carried out in separate layers on different substrates with three different colored 

luminescent particles. Figure 4.39 shows random patterns with luminescent particles of 

three different colors created on different substrates.  

Figure 4.39. The fiber/droplet images obtained with three-layer by using green, yellow and red 
luminescent particles as a result of the electrospinning process performed on the different 

substrate. 
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PAN solution containing three different colors of luminescent particles was spun 

on the metal substrate in three different layers and then the optical response was tried to 

be read from the obtaining pattern with ocean optic spectrophotometer. The setup for 

reading (left) and the emission graph (right) obtained are shown in Figure 4.40. In the 

graph obtained according to Figure 4.40, peaks are observed in the regions where the 

emission of particles. However, due to the fact that three different colors come to the 

reading area at different rates, the signal levels vary depending on the ratio of the color 

in each new pattern. In addition, it was observed that in security patterns that were created 

with three different colors, sometimes three colors did not fall into the same area or they 

cover each other. Therefore, although the security code can be created using three 

different colors, it has been observed that it is more difficult to control. 

Figure 4.40.  a) Detection of fluorescent information of droplet/fiber pattern with ocean optic 
spectrometer and b) PL spectra of the droplet/fiber pattern on the substrate. 

4.3.1.5. Analysis of Image Processing 

In this chapter, we propose a technology that offers security labels that are easy 

to manufacture but not clonable, and an inexpensive image identification method to 

authenticate security label created.  The first part is to produce a unique security patterns 

by the electrospinning technique using a mixture of nanoparticles and polymer as an 

inexpensive. The second part has two step verification: for the first level security, the 

spectral originality of the pattern created by the luminescent properties of the 

nanoparticles is checked by using a spectrometer. For the second level security, the 

pattern verification is made. Here, the fiber/droplet patterns created is to be verified by 
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image processing. Therefore, a database was created by using the security patterns 

produced and an image recognition software was developed to verify patterns produced.  

Each created security pattern has its own luminescence signature. Since making 

droplet/fiber patterns are depending on the electrospinning process, the pattern that will 

be formed on the substrate cannot be pre-calculated, and they will have unique patterns. 

The cruces here are how to use this unique pattern to get unique tagging keys for every 

pattern on its own. Since they are luminescent, the photographs taken under UV light 

show their pattern. These photographs have their unique pattern based on their emission 

spectrum, depending on the nanoparticle used. Since photographs are based on emission 

patterns they can be processed by the Canny edge detection algorithm200.  

In this study, all of the steps of Canny detection algorithm have been used the 

same in the OpenCV library, no changes have been made in four of them. But for the 

Canny algorithm, one needs to find the threshold values on his/her own, since every 

photograph can have different thresholds for different, sharp edges. Upon some trials, the 

best values for threshold have been chosen is 200 and 230 count. Also, this double 

threshold applies to all security codes, made on different materials, also for different 

spectrums. Therefore, there is no need to change by hand for each new security code 

made. Regardless of the used materials in the security code, same double threshold values 

can be used. However, there are still some minor issues. The first is, if you preprocess 

some photograph of security code, you need to put it exact same length and exact rotation 

for it. If there are some changes in angle of the photographs, or the newly taken 

photograph is somehow rotated by some angle, it concludes to undefined behavior and 

high error on these photographs. Therefore, the photograph needs to be taken at the exact 

rotation and exact length as before. 

After the photographs have been taken for preprocessing with Canny, some minor 

changes need to be done on these photographs too. The first issue is the lens's radius, 

which can be directly observed from the photograph. If the whole photograph is processed 

with including lenses radius, Canny will detect it as an edge and it will result in a high 

error. To overcome this issue, firstly all of the taken photographs have been resized to 

1024x1024 pixels, regardless of their size. Even if the camera that took the photograph 

has a hardware limit of taking 256x256 pixels, it will always get scaled to 1024x1024 

pixels. This concludes that all of the photographs have the exact same pixel size. After 

the scaling process, the next issue that needs to be handled is the lens radius which can 
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be observed in the photograph. Since all of the security codes have their own unique 

image, there is no problem in taking only the center of the photograph, which is the main 

part of these photographs, that have the most density of droplet/fiber pattern, which Canny 

detects best. To make this, all of the photographs have been set to an offset value. This 

value starts from +384px from x-direction, as well as +384px from y-direction. A little 

note in here, the coordinates start from the bottom left, therefore the bottom left is the 

origin in these photographs. After this offset in both x and y directions, a fraction of the 

photograph, which is 256x256 pixels has been cropped from the center of the photograph. 

To sum up, first, the photograph has been scaled to 1024x1024 pixels. After that, a 

fraction of the photograph has been cropped out, which starts from both on x and y 

directions at 384 pixels, and goes on to 640 pixels. At last, all of the pictures have been 

preprocessed and ready for putting into the database. 

After these operations, all of the photographs, dependent on their colors (the 

different quantum dot) have been saved in a different location for each type. Currently, 

there are yellow, green and red data folders. After photographs are preprocessed and ready 

to make a comparison between them, an error calculation needs to be done. Since Canny 

algorithms detect edges and convert the whole photograph to gray scale, only pixels left 

are only black and white. Since black pixels have a data of 0 in photographs, a simple 

Euclidian distance calculation among both preprocessed and chosen pictures will work 

splendidly. 

In the program, color must be selected (security code luminescence color). If the 

color isn’t selected, the program will automatically choose yellow, and if the chosen 

photograph is different from yellow fiber, the program will calculate enormous errors. 

After the correct selection of the chosen pattern, the photograph must be uploaded to the 

program. After it is uploaded, it will repeat the same process on the uploaded photo, like 

the preprocessed photographs. After the preprocessing step, the program will calculate 

the sum of Euclidian distance between all of the chosen fibers. For example, as in Figure 

4.41, if green has been chosen, the program will compare the uploaded photograph with 

all of the green preprocessed fiber photographs. The total error will be the sum of 

Euclidian distance between them, if photographs are identical it will give 0% error and 

gives a 100% authentication. 
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Figure 4.41. QD image Verifier Program for controlling originality of security pattern.

If there is a photograph that is not defined in the database as in Figure 4.42, the 

program calculates the error rate very high and gives a 0% authentication, indicating that 

the document or product is counterfeited. This tells us that the document or product is not 

original. 
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Figure 4.42. A counterfeiting pattern does not match with database in QD image Verifier 
Program. 

The calculation is followed as below: 

Note that the superscript denoted on parameters indices are not powers, they are 

the indices of the photograph matrix which is 256x256 pixels.  

This error calculation needs to be done on all of the current preprocessed 

photographs in the database because the minimal error is the best match for the uploaded 

picture. After all of the errors have been calculated, the minimal error has been chosen 

from the set of preprocessed photographs. After this process, the best photograph with 

minimal error has been put next to the uploaded picture, as well as the error. Match-no
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match will have a threshold error of some value, and this threshold needs to be calculated 

by taking various photos of the same security pattern, then calculating the errors between 

these photos and the original preprocessed photograph, will give the best optimal error. 

It is impossible to duplicate these security patterns through artificial manipulation, 

as the luminescent droplet/fiber cannot be easily manipulated due to the randomness of 

the patterns. Moreover, apart from the pattern image control, it is not possible to overcome 

two-safety steps at the same time since the emission wavelength information (the spectral 

signature) from the particles is also examined. Therefore, this technology will be a 

deterrent effect to counterfeiters who are considering producing a similar fake model. In 

addition, the simple and inexpensive preparation of random security labels as well as the 

fast and easy verification method are attractive advantages of this proposed 

anticounterfeiting technology. When this technology in which the proof of concept has 

proved, is developed the mobile application, may have a general usage by any person who 

does not any experience on anticounterfeiting. This technology may be applicable to 

many products because it is a ink based patterning that would be applied to many 

substrates. 

4.4. Conclusion 

Creating unique and non-repeatable fingerprint security patterns against 

counterfeiting will be an important step in the fight against counterfeiters. Therefore, in 

this study, high fluorescent water-based carbon and solvent-based In(Zn)P/ZnS/DDT 

nanoparticles were used for anticounterfeiting applications. Both water-based and 

solvent-based particles were homogeneously dispersed in small quantities in suitable 

polymer solutions, and random droplet and droplet/fiber patterns were created on 

different substrates (metal, polymer and paper) using the electrospinning technique which 

is a simple, fast and cost-effective. Due to the low amount of particles, the patterns are 

invisible in daylight but extremely bright under UV light. Thus, with a method that allows 

simple and widespread production, unique security patterns that cannot be detected in 

daylight but can be detected under UV light were created. Instead of expensive and hard-

to-reach devices such as SEM, TEM and fluorescence microscope etc., the created 

security patterns were viewed with a simple smartphone microscope and a database of 

original patterns was created. In addition, the spectral information of the particle from the 
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obtained droplet/fiber pattern could be determined with a simple hand-held device (ocean 

optics spectrometer). In this way, a two-step protection strategy has been developed. In 

short, in addition to comparing the originality of the obtained random pattern with the 

recorded patterns in the database, an impossible and a two-step security technology was 

developed by reading the spectral information from the pattern. The biggest advantage of 

this technology is that security patterns can be created easily and quickly on high-scale 

different substrates and the verification method is based on simple and inexpensive 

systems. In this way, this technology developed has the potential for commercialization. 
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CHAPTER 5 

5. CONCLUSION 

Unlike traditional anticounterfeiting methods, we have developed complex and 

unrepeatable security labels that can be utilized in security printing and brand protection 

applications and systems in which their authenticity is checked simply and quickly. In 

this thesis, we created security labels/patterns created by nanoparticles that luminescent 

in the visible region and do not contain heavy metals with long-term optical stability. We 

synthesized water and solvent-based quantum dots that act as pigments in security 

labels/patterns developed for this purpose. 

We synthesized colloidal monodisperse and high luminescent InP based 

nanoparticles with hot injection approach under an inert atmosphere. Reaction 

temperature, precursor type and concentration, surface agents were optimized to obtain 

colloidal quantum dots which have narrow full width (FWHM), high photoluminescence 

quantum efficiency (PL QE) and monodispersity at half maximum. Various analytical 

techniques have been used for both optical and structural characterization. Absorption 

and photoluminescence spectra were performed for optical characterization. X-ray 

powder diffraction (XRD), scanning electron microscopy with its x-ray energy dispersive 

spectroscopy detector (SEM-EDS), dynamic light scattering (DLS), fourier transform 

infrared spectroscopy (FTIR) were used to investigate the crystal structure and basic 

composition. 

We synthesized water-dispersible carbon nanoparticles using a bottom-up 

method. Various analytical techniques for both optical and structural characterization 

have been used here as well. Absorption and photoluminescence spectra were made for 

optical characterization. To examine the basic composition and crystal structure, high-

resolution transmission electron microscopy (HRTEM), X-ray photoelectron 

spectroscopy (XPS), fourier transform infrared spectroscopy (FTIR) were used. 

We have formulated water-based carbon and solvent-based InP nanoparticles to 

be used in screen printing and inkjet printing, which are known methods, and security 

inks that emit different colors and developed security labels against counterfeiting. We 

also checked the authenticity of these labels with the help of a simple device. We 

formulated a solvent-based colloidal nanoparticle (colloidal quantum dot) based security 
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ink for the screen printing technique. We mixed In(Zn)P/ZnS/DDT colloidal 

nanoparticles with a commercial printing varnish to formulate the security ink. We 

printed security patterns on various substrates including paper, polymer and glass by 

applying the screen printing technique with inks. We evaluated the originality of the 

printed security patterns using a commercial fiber optic-based spectrometer (Ocean 

Optics spectrometer) and a handy hand-held optical device called the Quantag sensor 

developed by Quantag Nanotechnologies. Thus, we developed a verification method that 

is invisible to the naked human eye but can be distinguished by a simple detection device. 

We developed a low-cost ink formulation for inkjet printer using water-based and 

very high optical stability carbon particles to authenticate valuable documents. We 

determined the optimum amount of particles in the ink by experimenting with different 

particle concentrations to create security patterns that cannot be detected in daylight. In 

addition, we paid attention to the surface tension and viscosity values of ink in the 

literature so that the developed ink formulations can be printed with a simple printer that 

is used commercially. By checking the developed security labels with a fiber optic sensor 

belonging to Quantag Nanotechnologies, we presented a security system that 

counterfeiters cannot easily imitate. 

For the first time in the literature, we have obtained luminescent random droplet 

and droplet/fiber patterns on different surfaces with a simple and fast method such as 

electrospinning for use against counterfeiting. We have created unique security codes 

with non-repeatable patterns and their fluorescent colors resulting from the random 

positioning of fibers and droplets, thereby creating an important strategy to combat 

counterfeiting. We used carbon-based and indium-based quantum dots because of their 

unique fluorescent properties to create luminescent and non-repeatable security labels. 

We dispersed both carbon and indium particles homogeneously in low amounts in 

suitable polymer solutions and created random droplet and droplet/fiber patterns on 

different surfaces (metal, polymer and paper) using the simple and cost-effective 

electrospinning technique. Due to the low particle amount, we have obtained extremely 

bright patterns, which are not visible in daylight, are visible only under UV light. In this 

way, we have created unique security patterns that cannot be detected in daylight but can 

be detected under UV light with a method that allows simple and widespread production. 

To check the authenticity of the original security codes created; instead of expensive and 

hard-to-reach devices such as SEM, TEM, and fluorescence microscopy, we used a 
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simple smartphone microscope and created a database in which original patterns were 

recorded. We determined the originality of the obtained random pattern by comparing it 

with the patterns recorded in the database. In addition, we determined the spectral 

information of the particle from the obtained droplet/fiber model with a simple hand-held 

device (ocean optical spectrometer). Thus, by reading spectral information from the 

pattern, we determined the spectral signature of the particle and created a second security 

phase. In this way, we have developed a two-stage protection strategy against 

counterfeiting, which is impossible to imitate and surpass. In addition, the security 

patterns we recommend can be created quickly on high-scale different surfaces and the 

verification method is based on simple and inexpensive systems. This shows how high 

the commercialization capacity of this method we propose is. 
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